INPUKA3
« 31 » 01 2022r. Ne 9
r. [Touen
O NpUHATHHA OPTraHU3ANUOHHBIX Mep 1o odecrnedyeHuI0 0€30MaCHOCTH
MEePCOHAJIBHBIX JaHHbIX B HHGopMannoHHbIX cuctreMax MBJIOY Jlerckuii
caa NeS «MaJjibiiny

B cootBetTcTBUM ¢ TpeOoBanusMu denepanbHoro 3akoHa oT 27 uronst 2006
roga Ne 152-®3 «O nepcoHalbHBIX JaHHBIX», Ipukazom MBJIOY J[lerckuii cazg
No5  «Mamnplm» or 31.01.2022 roma Ne8 «O6 opranuzanuu o00pabOTKU
nepcoHanbHbIX TaHHBIX B MBJIOY [lerckuii cag NeS «MaibImm

INPUKA3BIBAIO:

1. YTBepauTh MoJIOKEHNE O KOMUCCUU JUIsl OpraHu3alid padoT Mo 3aluTe
NEPCOHANIBHBIX JIaHHBIX B HH(popManmoHHbIX cucteMax MBJIOY Jlerckuii cag Ne5
«Maubim  (ITpunoskenue Ne 1),

2. YtBepauth PermameHT mpoBeneHUs ~ BHYTPEHHETO0  KOHTPOJIS
COOTBETCTBUS 00pabOTKM TepcoHanbHbIX AaHHBIX B MBJIOY [lerckuii cam Ne5
«Maueim  (ITpunosxenue Ne 2).

3. YtBepauth WHCTPYKIIHMIO TOJIb30BaTeNii HWH(POPMAIIMOHHBIX CHCTEM
nepcoHanbHbIX AaHHBIX MBJIOY [erckuii cag NoS «Manbimy (IIpunoxxenue Ne
3).

4. VtBepautb  WHCTpPYKIMIO MO MapojibHOM 3amure HHPOpMaUuMud B
MBJIOYVY [Jerckuii cax Ne5 «Manpim» (I[prtoskenne Ne 4).

5. VrBepautrb MHCTPYKUHMIO TO OpraHU3AlMM AHTUBUPYCHOW 3aLIUTHI
unpopmarmu B MBJIOVY [letckuii can Ne5 «Mamsimy (ITpumosxkenune Ne 5).

6. VYTBepauth NHCTpyKIMIO 1O OpraHu3alud pPE3CpBUPOBAHUS U
BOCCTAaHOBJIEHUSI PabOTOCIOCOOHOCTH TEXHUYECKUX CPEACTB M MPOrpaMMHOIO
oOecrieueHus1, 6a3 JaHHBIX U CPEJCTB 3aIUTHl HHGOPMAIMK B MHGOPMAIIMOHHBIX
cucreMax InepcoHanbHbIX AaHHbIX MBJIOY Jlerckuit cag NeS «Mambimm
(ITpunosxenue Ne 6).

7. YTBepauTh [Topsimok oOpareHuss CO ChEMHBIMH MAIIUHHBIMU
HOCUTEJISIMU TIepCOHaNIbHBIX JaHHBIX B MBJIOY Jlerckuii cam NeS «MabImm
(ITpumosxenue Ne 7).

8. YtBepauth PerinameHT pearupoBaHus Ha MHIMICHTHI WH()OPMAITMOHHON
0e30macHOCTH B MH(DOPMALIMOHHBIX CHCTEMaX MEePCOHANbHBIX AaHHBIX B MBIOY
Hetckuit cag Ne5 «Manbiy (IIpuioxenue Ne 8).

9. VtBepauth IlonoxkeHne O pa3pelIUTEIbHOM CHCTEME JOCTyma B
MH(OPMAIMOHHBIX cHUCTeMax nepcoHalbHbIX AaHHBIX MBJIOY lerckuii cam Ne5
«Masiy (ITpunoxenue Ne 9).
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10. VYtBepautp Marpuiy goctynma  pabOTHHKOB K  pecypcam
WH(POPMAIIMOHHBIX cUCTeM TiepcoHanbHBIX MaHHBIX MBJIOY Jlerckuit camg NeS5
«Maupim» (ITpunoxenune Ne 10).

11. OTBETCTBEHHOMY 3a OpraHU3aIi0 00PaOOTKH MEPCOHAIBHBIX JAHHBIX B
MBAOY Herckuii cag No5S «Manipln O3HAKOMUTH C HACTOSIIIUM ITPUKA30M
3aMHTEPECOBAHHBIX JIUII.

13. KoHTposib 3a HCHOJIHEHHMEM HACTOSIIEro IpHKa3a BO3JIOXKUTh Ha
crapuiero Bocriurarens LipirankoBy JIroqmuiy Hukomaesny.

3aseayromuiit MBJIOY NeS «Maubin 1. [Touen Mengsenesa JI.H.
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[Tpunoxenue Nel

K npukasy O npuHATUU
OpraHU3aIMOHHBIX Mep 110
obecrnieueHnI0 0€30MacHOCTH
MePCOHAIIbHBIX TAHHBIX B
WH(OPMAIMOHHBIX CHCTEMaX
MBJIOY Hdetrckuii cag Ne5 «MaJbIi»

or« 31 » 01 2022r.Ne 9

ITos0:xxenune
0 KOMMCCHH 10 3aIIHUTe MEPCOHAJBHBIX JAHHBbIX B HHPOPMAMOHHBIX
cuctemax MBJ/IOY Jlerckuii cag NeS «Manabiiny

1. Komuccun  mpu  pabore  pYKOBOJCTBYETCS  CIIEIYIOUIUMU
HOPMAaTUBHBIMU JIOKYMEHTAMU:

— OenepanbHbiM - 3ak0OHOM  oT 27 wmrwoist 2006 r.  NelS52-®d3  «O
MEePCOHATBHBIX IAHHBIX»;

- [locranoBnennem llpaBurensctBa Poccuiickoin ®enepannn ot 1
HOs10ps 2012 1. Nel1119 «O06 yTBepkaeHnn TpeOoBaHUM K 3alUTe NEPCOHATBHBIX
JAHHBIX Tpu uX 00paboTke B HHQPOPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JAHHBIX»;

- npukazom DOCTIK Poccum ot 18 depans 2013 r. No2l «O6
YTBEPKIECHUHU COCTaBa U COJICP>KAHUSI OPTraHU3alMOHHBIX U TEXHUYECKUX MEp IO
oOecreyeHno 0e30MacCHOCTH MEePCOHANBHBIX JAHHBIX MpU HX 00paboTKe B
MH(POPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX);

- [TocranoBnennem IlpaBurensctBa Poccuiickonr @Penepanuu ot 15
ceHTsa0pss 2008 1. Ne687 «OO0 yrBepxkaenuu IlonoxxeHuss 00 0OCOOEHHOCTAX
00pabOTKH TEPCOHATBHBIX JaHHBIX, OCYIIECCTBISAEMONW 0€3 HCIOJIb30BAHMS
CPEACTB aBTOMATHU3ALIUN»;

— [Topsinkom oOparieHusi coO ChEMHBIMH MAIIMHHBIMU HOCUTEIISIMU
nepcoHanbHbIX AaHHbIX B MBJIOY Jlerckuii cag NeS «Manbimn ;

— PernamMeHTOM TMpOBENCHUS BHYTPEHHEIO0 KOHTPOJS COOTBETCTBUS
o0paboTku mnepcoHabHBIX JMaHHBIX B MBJIOY Jlerckuit cam No5 «Mabimy
TpeOOBAHMSIM K 3aIIUTE IEPCOHATBHBIX JTAHHBIX;

- PermamenTom pearupoBaHus Ha UWHIUACHTHI WHOOPMAITMOHHOU
6e3omacHOCTH B MH(POPMAIMOHHBIX CHUCTEMax MEpPCOHANBbHBIX AaHHBIX MBJIOY
Herckuii cag NoS «Manbim .

2. Komuccun neobxonumo:

- ONpENeNIUTh YPOBEHb 3AIUIICHHOCTH NEPCOHAIBHBIX JIaHHBIX,
oOpabaTbiBaeMbIX B  HH(POPMAIIMOHHBIX CHCTEMaX B  COOTBETCTBUH C
nocta”oBiienueM lIpaBurensctBa Poccuiickoit @enepanuu ot 1 HOoAOps 2012 r.
Nel119 «O6 yTBepx)aeHuu TpeOOBaHUMN K 3allUTE MEPCOHATBHBIX JTaHHBIX MPHU UX
00paboTke B MHOOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX TAaHHBIX);
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- MIPOBECTH OIIEHKY BPEa, KOTOPBIA MOXKET OBITh MPUYUHEH CyOHEKTaM
MEPCOHANBHBIX JAHHBIX B CJIydae HApYILICHUs 3aKOHOAATeNbCTBAa Poccuiickoit
deneparuy B 001aCTH IEPCOHANBHBIX JTAHHBIX;

- oTOMpaTh U YHUYTOXKATh MaTepHUaIbHbIE HOCHUTEIH IEPCOHATBHBIX
JTaHHBIX, 00paboTka koTopeix B MBJIOY Jlerckuit cam No5 «Mabimy
MPEKpaNICHa;

- MPOBOJUTh BHYTPEHHUH  KOHTPOJIb COOTBETCTBHS  00pabOTKH
MEPCOHAIBHBIX JAHHBIX B COOTBETCTBUM C IUIAHOM, YTBEPKICHHOM B «Periiamenre
MPOBEJICHNUSI BHYTPEHHETO KOHTPOJS COOTBETCTBUS OOPAOOTKH MEPCOHAIBHBIX
nanubix B MBJIOY Jlerckuii cag No5 «Mambliny TpeOOBAHUSIM K 3aIlUTE
MEPCOHABHBIX TaHHBIX»;

- MIPOBONTH pa3OupaTesbCcTBa Mo (paKTaM BOZHUKHOBEHHS UHIIUMICHTOB
nH(pOpMaIIMOHHON 0€30MacHOCTH, (PUKCUPOBATh UX B KYpHAJIe yuyeTa HEIITaTHBIX
CUTyalldidi U CBOEBPEMEHHO pearupoBaTh Ha HWHIMJACHTH HHPOPMAIMOHHOMN
0e30macHOCTH B HH(QOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.



[Tpunoxxenue No2

K npukasy O npuHATUU
OpraHU3aIMOHHBIX Mep 110
obecrneueHnI0 0€30MacHOCTH
MEPCOHAIIbHBIX IAHHBIX B
WH(OPMAIIMOHHBIX CHCTEMaX
MBJIOY Hetrckuii cag Ne5 «MabIi»

or« 31 » 01_ 2022r.Ne 9

PEI'JIAMEHT
NpoBe/IeHNS] BHYTPEHHEr0 KOHTPOJISI COOTBETCTBHA 00padoTKHU
NMEePCOHATbHBIX JAHHBIX
B MB/IOVY Jlerckuii cag No5 «Manbiin»y TpeOOBaAaHUAM K 3aLIUTE
NMePCOHAIBHBIX TaHHBIX
1. TepMuHBI U onIpe/eIeHNsI

1.1. M ndopmaniionHass cucTeMa MNEPCOHAIbHBIX [TaHHBIX — COBOKYITHOCTh
coJiepKaluxcsa B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U 00CCIIEYMBAIOIIUX UX
00paboTKy MH(POPMALIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

1.2. amuaeHT uHpOpMalMOHHON 06€30MacHOCTU — JI000€ HEMpPEIBUICHHOE
WIN HEXeNaTeIbHOEe COOBITHE, KOTOPOE MOXKET HApYUIUTh ACSATENBHOCTb WIU
HH(POPMAITMOHHYIO 0€3011aCHOCTb. Nuanynentamu nH(pOpMaITMOHHOM
0€30IMaCHOCTH SIBJISIOTCS:

— yTpara yciyr, 000pyJI0BaHMS WA YCTPONCTB;

— CHCTEMHbIE COOM WU TIEPETPY3KU;

—  OIIMOKHM IOJIb30BaTEIICH;

— HECOOJIIOICHHE TOJUTHKU WIM PEKOMEHJAIMi 1o WH()OpMaIMOHHOM

0e30I1aCHOCTH;

— HapylieHue PU3NYECKux Mep 3aIluThl;

— HEKOHTPOJIUPYEMBIE UBMEHEHUSI CUCTEM;

— cOou nmporpaMMHOTO 00€CTIEeYeHUS U OTKAa3bl TEXHUYECKUX CPEJICTB;

— HapyUIEHHUE MPaBUJI IOCTyTA.

1.3.00paboTka nepcoHanbHBIX AAHHBIX — JI000€ elcTBHE (OMepalus) Uiu
COBOKYITHOCTh JCHCTBUM (omepaluii), COBEpIIaeMbIX C HCIIOJb30BAHUEM CPEJCTB
aBTOMAaTH3allMM WM 03 HCIOJIb30BAHUSI TaKUX CPEACTB C NEPCOHATBHBIMHU
JAHHBIMM, BKJIFO4Yasi cOOp, 3amuch, CHUCTEMaTH3allMI0, HAKOIJICHHE, XPaHCHHUE,
yTouHeHuEe (OOHOBJIEHHE, W3MEHEHME), W3BJIICUCHHUE, MCMOJIb30BAHUE, Teperaady
(pacnpocTpaHeHue, MpeAoCTaBieHUE, AOCTYIl), o0e3IMuuBaHue, OJIOKMpOBaHUE,
yAaJIeHUue, YHUYTOKEHHUE MIEPCOHAIBHBIX JaHHBIX.

1.4.TlepconanpHbie AaHHBIC — JIF00as UHQPOPMAIKS, OTHOCSIIASACSA K MPSIMO
WIM KOCBEHHO OIPEACIICHHOMY WM OmpenensieMoMy (U3UYECKOMY JIUILY
(CyOBEeKTYy mepCcOHATbHBIX JAHHBIX ).
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1.5.CpenctBo 3ammthl UHGOPMAllMM — TPOrpaMMHOE OOecreueHue,
IpOrpaMMHO-aIIapaTHoe obecrneueHue, anmnaparHoe o0ecrneyeHre, BemecTBO Uilu
MaTtepual, MpeaHa3HauYeHHOE UM UCIIOJIb3yeMOoe ISl 3alIUThl HH(OpMAIUH.
2. O01ue moJ0KeHus

2.1. Hacrosmuit  PernmameHT  mpoBelNeHUST  BHYTPEHHETO  KOHTPOJIS
COOTBETCTBHSI 00pabOTKM TepcoHadbHbIX AaHHBIX B MBJIOY Jlerckmii cam No5
«Manpi» TpeOOBaHUAM K 3alIUTE IEPCOHATBHBIX JAHHBIX (Jaiee — PermaMenr),
pa3paboTaH B COOTBETCTBHH C 3aKOHOJATeNbCTBOM Poccuiickoit Pexnepaiuu o
MEePCOHANBHBIX JaHHbIX (nanmee — II/[H) U HOpMAaTUBHBIMU NPABOBBIMU AKTaAMHU
(METOAMYECKUMH IOKYMEHTaMHU) (heiepaibHbIX OPraHOB UCIOJTHUTEILHON BIACTH
no Bompocam Oe3omacHoctu [I/IH mpu ux o00paboTke B HMHPOPMAIIMOHHBIX
cUCTeMax MepcoHanbHbIX AaHHBIX (Hanee — UCII/IH).

2.2. Hacrosmuii PermaMeHT omnpenenseT MmopsaoK MpoBEACHUS BHYTPEHHETO
KOHTpPOJIsI cOOTBETCTBUs 00paboTku IIJ[H (mamee — BHyTpeHHUN KOHTPOJD),
TpedoBaHusIM K 3amute [1/]H.

2.3. Permament oOs3aTenieH Uil UCIOJIHEHWS  OTBETCTBEHHBIM 3@
opranuzanuio 06pabotrku I1JIH, OTBETCTBEHHBIM 3a OOecredYeHre O0e30MacHOCTH
[111 1 anMuUHUCTPATOPOM UH(GOPMAITMOHHBIX CHCTEM MEPCOHAIBHBIX JaHHBIX.

3. Iopsiaok nmpoBeaeHusI BHYTPEHHEr0 KOHTPOJIS

3.1 Buaytpennuit kontposb B MCII[IH ocymiecTBiseT KOMHUCCUSA IS
OpraHu3alyyd paboT MO 3allUTe MEePCOHATBHBIX JAHHBIX B HH(OPMAIMOHHBIX
cucremax MBJIOVY Jlerckuit cag NeS «Mampin , cOCTaB KOTOPOM yTBEPKAAETCS
MPUKA30M AUPEKTOPA YUPEKICHUS.

3.2. JlomyckaeTcsi MPHUBJICYECHUE K MPOBEPKAM CTOPOHHUX OSKCIIEPTHBIX
OpraHu3aIuu.

3.3. Ilpeacengarenh KOMHCCHUU OpTraHU3yeT pabdOTy KOMHUCCHUM, peIllaeT
BOIIPOCHI B3aMMOJICUCTBUSI KOMHUCCHU C PYKOBOJUTEISIMA U PAaOOTHUKAMU
VYupexeHuss, TOTOBUT U BEIET 3acelaHusi KOMHUCCUHU, MOANMUCHIBAET MPOTOKOJIbI
3acenanuii. [lo okxoH4aHWM paOOThl KOMHCCHMM TOTOBUTCS 3aKIIOYEHHE TI0
pe3yJibTaTaM BHYTPEHHETO KOHTPOJS, KOTOPOE MEPENaeTCsi Ha PacCMOTPEHHUE
JTAPEKTOPY Y UPEKIACHUS.

3.4. BHyTpeHHMH KOHTpPOJb IIPOBOAUTCS B COOTBETCTBUU C «llnaHom
MPOBEICHUS] BHYTPEHHETO KOHTPOJII COOTBETCTBUS OOpPabOTKH TEpCOHATBHBIX
JAHHBIX TPEOOBAaHUSM K 3allIUTE TEPCOHAIBHBIX JaHHBIX», YTBEPKICHHBIM
npukazoM MBJIOY Jlerckuit cag Ne5S «Manbiy , popMa KOTOporo npupeacHa B
[Tpunoxenuu 1 k HacTosmemy Pernmamenry.

35. B «llmane mnpoBeneHUsT BHYTPEHHErO KOHTPOJS COOTBETCTBHS
00pabOTKM TEPCOHAIBHBIX JaHHBIX TPeOOBAHMSAM K 3allUTE MEPCOHATBHBIX
JIAHHBIX» YKa3bIBAE€TCSl TMEPEYEHb MPOBOAUMBIX MEPONPUATUN BHYTPEHHETO
KOHTPOJISI U IEPUOJNYHOCTD UX TPOBEICHUS.

3.6. Komuccus npoBOAUT BHYTPEHHUN KOHTPOJIb HEMOCPEACTBEHHO HA MECTE
oopabotku I[1/lH, ompammBaeTr pPaOOTHUKOB YUPEKIACHUS, OCYIIECTBISIOMINX
obOpabotky I[1/1H, ocMaTpuBaet paboumne mecTa.

3.7. Ilpu mnpoBeoeHUHM BHYTPEHHErO KOHTPOJIS JOJKEH NPHUCYTCTBOBATH
PYKOBOJMTEIb MPOBEPSIEMOTO MTOAPA3ICIICHUS.
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3.8. B xoxae npoBeneHUss BHYTPEHHETO KOHTPOJISL OCYLIECTBIIAETCS:

— KOHTPOJIb BBINOJHEHHUS! OPTraHU3alMOHHBIX M TEXHUYECKUX MEp IO
obecrnieuenuto OezomacHoctu [IJln mpu ux o6bpadorke B MCII/H,
HEO0OXOAMMBIX JIJIs1 BBITIOJIHEHUSI TpeboBaHui k 3amure [1/1H;

— aHanu3 u3Menenus yrpo3 6e3zomnacuoctu [1/{n B UCIT/IH, Bo3HUKarOIIUX
B XOJI€ €€ DKCIUTyaTalllH;

— TpOBEpKa MapamMeTpoB HACTPOWKU U MPABUIBHOCTU (PYHKIIMOHUPOBAHUS
MPOrpaMMHOr0 O0ECIIEYeHHs] U CPEACTB 3alIUThl HH(MOpMAIUK (J1anee —
C31);

— KOHTpPOJIb COCTaBa TEXHUYECKUX CPEACTB, MPOTrPAMMHOT0 OOECTIeUeHHUS
u C3U;

— coctosiaue yuyeta C3U;

— COCTOSIHME YyuyeTa CpeACTB WHU(pOBaIbHOM (KpUOTOrpapuieckoi)
3aIuThl THGOPMALIHH;

— COCTOSIHME y4Y€Ta Chb€MHBIX MAIIUHHBIX HocuTene [1/1H;

— cobmonenue npasui gocryna k [1/1H;

— KOHTpOJIb Hanuuug (OTCYTCTBUS) (PAKTOB HECAHKUIHOHUPOBAHHOTO
nocryna k I1/1H;

— cobmonaenue nons3zoBareasimu UCITH mapoinbHON MOJTUTHKY;

— cobmonaenue noib3zoBarenasimMu UCIIIH aHTUBUPYCHOM TOJUTHKY,

— coomonaenne noaszoBarensiMu MCII/IH mpaBun paboThel cO ChEMHBIMU
MaIlIMHHBIMHA HOcuTesamu [1/1H;

— KOHTPOJIb  COOMIOJIeHUs]T paOOTHUKAMU  TPEOOBAHUM  JIOKAIBHBIX
HOPMATHUBHBIX AaKTOB, B T.4. TpeOOBaHWUN 3aKOHOJATENHCTBA IO
BoIpocaM 00paboTku u 3amutsl [1/1H;

— BbisiBIeHue  ysa3Bumocteii B HMCI[JlH ¢ ucnonb3oBaHUEM
CIEHHAIN3UPOBAHHBIX CPENCTB MHCTPYMEHTAJIBHOTO aHainu3a
3AIIMIIEHHOCTH.

39. Bce paboTHHKM 00si3aHBl 1O TPEOOBAHUIO UWIEHOB KOMHCCUH
NPEeAbABUTH ISl TPOBEPKU BCE YHCISIIMECS 32 HUIMH MaTepuasibl U JOKYMEHTHI,
JIaTh YCTHBIE WM MUCbMEHHBIE OOBSICHEHUS IO CYIIECTBY 3aIaHHBIX UM BOIPOCOB.

3.10. Ilo 3aBepieHUH BHYTPEHHETO KOHTPOJISI KOMUCCUEN COCTABIISIETCS «AKT
O TPOBEACHUU KOHTPOJISI COOTBETCTBUS OOPAOOTKM MEPCOHANBHBIX JAHHBIXY,
¢dbopma koToporo npuseaeHa B [Ipunoxkenun 2 k HacrosieMmy Permamenry.

311. B «AkTe 0 TPOBEICHUM KOHTPOJS COOTBETCTBUS 0OpabOTKH
MEPCOHAIBHBIX IAHHBIX» YKa3bIBAIOTCS:

— Iepe4YeHb NPOBEIECHHBIX MEPOIPUSTHIA;

—  BBISBJICHHBIC HAPYIIICHUS;

—  MEpONPHUSTHS MO YCTPAHSHUIO HAPYIICHUH;

— pelleHHs o pe3yJIbTaTaM BHYTPEHHETO KOHTPOJIS;

— CPOKH YCTPAHEHHUS HApyLICHUM.

3.12. IlepuOaUMYHOCTH IIPOBEICHUS BHYTPEHHETO KOHTPOJSA COCTABISECT HE
pexe 1 paza B roa.
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3.13. TlpennmoxxeHuss O CO3MaHUA KOMHUCCHHM M O IUIAHOBOM/BHEIIAHOBOM
MIPOBEICHUMA BHYTPEHHETO KOHTpOJIS mpeacTaBisitoTcs PykoBoautentoMb/IOY
Herckuit cax Ne5 «Manbli»y OTBETCTBEHHBIM 3a opraHuzamuio oopadotku I1/1x u
OTBETCTBEHHBIM3a oOecrieuenne 0e3onacHoctu [1/1n B UCIT/IH.

3.14. BHemnnaHOBBIN KOHTPOJIb IPOBOJUTCS B CAEAYIONIUX CIyYasiX:

— HaJIM4YME MOJI0O3PESHMI Ha HapylieHue TpedoBanuii no 3amure [1/1H;

— HQJIN4YHE IIOJO3PEHUN Ha OCYILIECTBIICHUE TMOIBITOK
HECAHKLIMOHUPOBAHHOTO nocrtyna K 11/1H;

— HaJIMYHUE MOJ03pEeHHM Ha cOoi B paboTe Texunyeckux cpeacts UCII/IH,
B T.4. CPEACTB 3alIUThl HHPOPMALIUU;

— MpeacToAlas NpoBepKa HaA30PHBIMU OpPTraHAMMU.

3.15. Ilopsinok mpoBeneHUs: BHEIJIAHOBOIO KOHTPOJI COBIIAJAET C MOPAIKOM
IIPOBEJEHNUS IUNIAHOBOTO KOHTPOJIA.

3.16. Ilpu BbIABIEHMHM B XOJ€ IUIAHOBOI'O/BHEILIAHOBOTO  KOHTPOJIS
HapylieHud TpeboBaHui 1Mo o00paboTtke u 3amure I[IJIH ocymecTBusieTcs
OTNIEPATUBHOE YCTPAHECHUE BBISIBIICHHBIX HAPYILICHUMN.

3.17. BobisBneHHbIE HapYIICHUS JOHKHBI OBITh YCTPAHEHBI B CPOK HE
npeBblmaromuii 30 qHel ¢ MOMEHTA YTBEPKACHUS «AKTa O TPOBEAECHUN KOHTPOJIS
COOTBETCTBUS 00PaOOTKH MEPCOHATBHBIX TAHHBIX).

3.18. Ilo ucreueHuro cpoka, JAHHOTO Ha YCTPAHEHUE 3aMEUYaHUM, KOMHUCCHS
IIPOBOJUT MOBTOPHBINA KOHTPOJIb.

4. OTBeTCTBEHHOCTH

4.1. OtBeTCTBEHHBIH 3a opranuzanuio oopadotku [1/1n B Yupexxnenuu necer
OTBETCTBEHHOCTh 34 OpraHU3alMI0 MPOBEICHUS BHYTPEHHETO KOHTPOJIA
cootBeTcTBUs 00padoTku I1/IH B Yupexaenuu tpedoBanusm k 3amute [1/1H.



[Tpunoxenne Nel

K Pernamenty MIPOBEICHUS
BHYTPEHHET'0 KOHTPOJISI COOTBETCTBHS
00pabOTKH MEepCOHANBHBIX AHHBIX B
MBJOVY Jerckuit cag NeS «Mabiii»
TpeOOBaHUSIM K 3aIuTe
MEPCOHAIBHBIX JAHHBIX

POPMA

Il1an nmpoBe/ieHUsI BHYTPEHHEr0 KOHTPOJIsI
COOTBETCTBHS 00PadOTKH NMEPCOHATbHBIX JAHHBIX
B MBJIOVY [erckmii cam Ne5 «MaibIin

PerynsaprocTs

Meponpusrue
IIPOBEICHUS

AHanu3 aKTyaJIbHOCTH JIOKAJIBHBIX HOPMATHBHBIX aKTOB (BHYTPEHHUX
JIOKYMEHTOB) 10 BOMpOcaM oOecreueHus: 6e30MacHOCTH MePCOHATbHBIX
JAHHBIX

1 pa3 B Tpn
—  IlpoBepka COOTBETCTBHs ~JIOKAlBHBIX ~HOPMATUBHBIX ~ @KTOB |  p1ona piymm 110
(BHYTpPEHHHMX JOKYMEHTOB) IO BOIpocaMm oOecredeHus: 0e30macHOCTH Mepe
IEPCOHANBHBIX JaHHBIX NEHCTBYIONIEMY 3aKOHOMATENbCTBY P® 10 |  gnopmenus
3aIUTE MIEPCOHATBHBIX JTAHHBIX; 3aKOHOATEIIBC
— Yder B JIOKaJbHBIX HOPMATHUBHBIX aKTax (BHYTPEHHHUX TBa PD
JOKYMEHTax) Mo BompocaM obecriedeHus] 0€30MacHOCTH MePCOHATbHBIX
JIaHHBIX M3MEHECHUN B JEATEIHHOCTH MBJIOY Jlerckmii cam No5
«Manpiiy 1o 00paboTKe ¥ 3alUTe NEPCOHANBHBIX JaHHbBIX.

IIpoBepka O3HAaKOMJICHUS pabOTHUKOB c I0JIOKEHUSMHU
3akoHojarenbcTBa P® nmo  3ammMre  MEPCOHAIBHBIX — JIAHHBIX,
JOKYMEHTaMU, ONPEACIAIONIUMU TOJIUTHKY MB/IOY [lercknii
can Ne5 «Manpll» B OTHOIIEHUH 00paOOTKH NEPCOHANBHBIX TaHHBIX U
OpPraHMU3alIOHHO-PACIOPSAUTEIbHBIMA  TOKYMEHTAaMU IO  BOIIPOCaM
IIEPCOHAJIBHBIX JTAHHBIX.

1 pa3 BTOZ

[IpoBepka  BBIMONHEHHWS] ~ pabOTHUKaMU  —  TOJB30BATEISIMU
MH(QOPMAIIMOHHBIX CHUCTEM TNEPCOHATBHBIX JAaHHBIX WHCTPYKIUN TIO
SKCIUTyaTalul WHQGOPMAIMOHHBIX CHCTEM IEePCOHATBHBIX JaHHBIX,
MOJIOXKEHHUS O pa3pelInTeIbHON CUCTEME JJOCTYIIA.

1 paz BTOA

IIpoBepka akTyaJIbHOCTH NPaB pa3srpaHUYEHUs JOCTYyIa 0JIb30BaTENEH
MH(OPMALIMOHHBIX CUCTEM MEPCOHAIBHBIX JTAHHBIX, HEOOXOIUMBIX JJIs 1 pa3 B TOAA
BBINOJIHEHUS TOJKHOCTHBIX 00513aHHOCTEH.

[IpoBepka aKTyaqbHOCTH OMNpEAENEHHBIX Yrpo3 0e30MmacHOCTH
MEPCOHATBHBIX JTAHHBIX JUISI MHPOPMAITMOHHBIX CUCTEM MEPCOHAIBHBIX 1 pa3 B roz
JAHHBIX.

HpOBepKa ITOJIHOTBI pCaIn30BaHHBIX TEXHUYECKUX MEp 110
o0ecrneveHuno 0€30MacHOCTH MepPCOHANBHBIX JTAHHBIX B 1 pa3 B rox
MH(POPMAIIMOHHBIX CHCTEMaxX TMEPCOHAJIBHBIX JAHHBIX C YYETOM
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1/

Mepornpusrue

Perynsprocts
MIPOBEACHUSA

CTPYKTYpHO-(DYHKIIMOHAIBHBIX ~ XapaKTePUCTHK  HHQPOPMAIIMOHHBIX
CHCTEeMaxX TIEePCOHAIBHBIX JaHHBIX, WH(QOPMAIUOHHBIX TEXHOJIOTHIA,
OCOOCHHOCTEH  (PYHKIIMOHUPOBAHUS HH(DOPMAIMOHHBIX CHCTEMax
MIEPCOHAJIBHBIX JaHHBIX.

[IpoBepka  Hamuuusi  CEepPTUPUIMPOBAHHBIX  CPEIACTB  3aIIUTHI
uHpOpMaMK, B CIy4asx, KOTJa NPUMEHEHHE TAaKUX CpPEACTB
HEOO0XOAUMO JUIsl HEWTpajHu3allMd aKTyalbHBIX YIrpo3 0e30macHOCTH
NEePCOHATILHBIX TaHHBIX.

1 pa3 B O

[IpoBepka mpaBun oOpamieHdUss CO ChEMHBIMH  MAIIUHHBIMH
HOCHTEJISIMU [IEPCOHAIIBHBIX JaHHBIX.

1 paz3 BroA

[IpoBepka  akTyampHOCTH  WH(MOpPMAIUH, coaepamienucs B
VBenoMiIeHnu 00 00paboTke MePCOHAITBHBIX JaHHBIX,
IpeaocTaBiieHHOM B PockoMHa130p.

1 paz B oA

10.

[IpoBepka  COOTBETCTBHUSI  yCIOBUW  MCIOJIb30BaHUS  CPEICTB
Kpunrorpapuueckor 3ammThl (P HX HCIOIB30BAHUN) YCIOBHUSM,
MPEAYCMOTPEHHBIM 3KCILTyaTallMOHHOM u TEXHUYECKON
JOKYMEHTAMEW K HUM.

1 pa3 B TOZ

11.

BrisBienue y;IBBI/IMOCTCP'I B PIH(l)OpMaI_II/IOHHbIX CHUCTEMAxX
MNEPCOHANIBHBIX JAHHBIX B T.4. B CUCTCMC 3alIUTBI C UCIIOJIb30BAHUCM
cpeacTBa HHCTPYMCHTAJIbHOT'O aHaJIN34a 3allIUIIICHHOCTH.

1 pa3 B TOZ
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[Ipunoxxenne Ne2

K Pernamenty MIPOBEICHUS
BHYTPEHHET0 KOHTPOJISI COOTBETCTBHS
00pabOTKH MEepCOHANBHBIX AHHBIX B
MBJOVY Jerckuit cag NeS «Mabiii»
TpeOOBaHUSIM K 3aIuTe
MEPCOHATBHBIX JAHHBIX

O®OPMA
AKT

« » 20 r. Ne
ITouen

O npoBeicHUH KOHTPOJISI COOTBETCTBUS 00pabOTKH
MEPCOHAIIBHBIX TAHHBIX

Komuccus B cocrase:

IIpencenarens:

UsieHbl KOMUCCHUU:

1.

2.

3.
COCTaBUJIA HACTOSIIMMA aKT O TOM, YTO KOMHCCHUEN OBLIN MPOBEACHBI MEPOTPUATHUS IO KOHTPOIIO
COOTBETCTBUSI 00paboTKM mnepcoHanbHBIX AaHHBIXB MBJIOY Jerckuii cam NoS «Mabiiy
TpeOOBaHUSIM K 3allUTe MEPCOHANbHBIX JAaHHBIX. Pe3ynabTarT NpPOBEACHHOTO BHYTPEHHETO
KOHTpoJIst oTpaxkeH B Tabnuue 1.

Tabmuna 1
Meponpusarus Cpox
Ne BeIsiBiIeHHBIE o nposeneHust | OTBETCTBEHH
Meponpusrue
n/n HEJOCTATKU YCTPAaHEHHUIO | MEpOIPUAITH 0€ JIUL0
HEJI0OCTAaTKOB 51

BHyTpeHHUlI KOHTpPOJIb NPOBOAWICS B COOTBETCTBUU C «PermaMeHTOM IpOBENCHUS
BHYTPEHHET0 KOHTPOJISI COOTBETCTBUS 00pabOTKH nepcoHanbHbIX AaHHbIX B MBJIOVY Jlerckuit
canx Ne5 «Manbiny TpeOOBaHMAM K 3alIUTE MEPCOHAIBHBIX TaHHBIX).

IIpencenarens:

YeHsl KOMUCCHUH:
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[Tpunoxxenne Ne3

K npukasy O npuHATUU
OpraHU3aIMOHHBIX Mep 110
obecrneueHnI0 0€30MacHOCTH
MEPCOHAIIbHBIX IAHHBIX B
WH(OPMAIIMOHHBIX CHCTEMaX
MBJIOY Hetrckuii cag Ne5 «MabIi»

or« 31 » 01 2022r.Ne 9

HNHCTPYKIUSA
M0J1b30BaTe s HHPOPMAIMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX
MBAOY Herckuii can NoS «Manbiiiny

1. TepMuHBI U onIpeeIeHNsI

ABTOMaTH3UpOBaHHOE paboyee MECTO — IPOrpPaMMHO-TEXHMUYECKUH KOMIUIEKC,
IpeHa3HaYeHHBIN JJ1 aBTOMAaTU3allK I€STEIIbHOCTH OIIPEIEIEHHOIO BUA.

AHTHBHpYCHas 3alluTa — 3aliuTa MHQOPMAIMM U KOMIIOHEHTOB HH(OpMaIMOHHON
CHCTEMBI OT BPEJIOHOCHBIX KOMITBIOTEPHBIX MPOrpaMM (BHPYCOB) (0OHApy:KEHHE BPEIOHOCHBIX
KOMITbIOTEPHBIX IIPOrpamMM (BUPYCOB), OJOKMPOBAHUE, U30JIMPOBAHUE «3aPAXKEHHBIX» 00BEKTOB,
yJlaJIe€HUE BPEJOHOCHBIX KOMIIBIOTEPHBIX IIPOrpaMM (BUPYCOB) U3 «3apaKEHHBIX» OOBEKTOB).

HNudopmanronHas cucteMa NepCOHANbHBIX JAHHBIX — COBOKYITHOCTH COJEPIKAIIUXCS B
0a3ax JaHHBIX MEPCOHAIbHBIX JAHHBIX U OOECIEUMBAIOLIIUX UX 00pabOTKy MH(OPMALMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPENCTB.

O0paboTka NepcoHaANbHBIX JaHHBIX — JII000€ JeicTBHe (Oomepanus) Wid COBOKYITHOCTh
neiictBuil (omeparuii), coBeplIaeMbIX C HCIOJb30BAHUEM CPEACTB aBTOMATH3alMM WM 0e3
UCIIOJIb30BAaHUSl TAaKUX CPEACTB C TEPCOHAIbHBIMM JaHHBIMH, BKJIIOYas cOOp, 3aIlucCh,
cUCTeMaTH3alliIo, HAaKOIJIEHHE, XpaHeHHe, yTouHeHne (OOHOBJIEHUE, U3MEHEHHUE), U3BIICUEHHE,
WCIIOJIb30BaHUe, Tepenavy (pacnpocTpaHEHUe, MPEeAOCTaBICHUE, JIOCTYI), OO0E3TUYMBAHUE,
0JI0KMpOBaHKE, YAaJeHUEe, YHUUTOXKEHUE IePCOHAIbHBIX JAHHBIX.

KondunennuansHocts uHGOpManuum — o00sf3aTelNbHOE JJS BBIIOJHEHUS JIULOM,
NOJYYMBIIUM JOCTYH K OIpeleseHHOW HH(popMmanuu, TpeOoBaHHWE HE MepeAaBaTh TaKylo
nH(pOpMaLIMIO TPETHUM JIHIaM 0e3 coriacus ee o0aanaTens.

IlepcoHanbHble AaHHBIe— r00as MH(pOpPMAIMs, OTHOCSIIAACS K HPSIMO WM KOCBEHHO
OIpeieIEcHHOMY WIH onpeAensieMomMy (pU3nuecKoMy JULy (CyOBEKTY MepCOHAIbHBIX TaHHBIX ).

[Tonp3oBaTrens WHPOPMALMOHHON CHCTEMBI IEPCOHAIBHBIX JaHHBIX — paOOTHHK,
OCYIIECTBISIOMMN  00paOOTKYy TMEpPCOHAJbHBIX JAHHBIX B HMH(DOPMALIMOHHOW cHcTeMe
NEPCOHANBHBIX JIaHHBIX.

CpencTBo aHTUBUPYCHOM 3aIlIMThl — MPOTPAMMHOE CPENICTBO, peanu3yromiee (QpyHKIUU
OOHapy>XeHHsl KOMITBIOTEPHBIX MporpaMM JHOO HMHOM KOMIIBIOTEpHOW HH(pOpMaIHH,
IpeHa3HAYeHHBIX /Il HECAHKIIMOHUPOBAHHOTO YHUYTOXEHHUS, OJOKHUPOBaHUS, MOAU(pUKALINY,
KOMMPOBAHUS  KOMIBIOTEpPHOH HMHGOpMAIMKM MM  HEWTpaau3ald  CPEACTB  3alUThI
uH(pOopMallnK, a TAK)KE pearupoBaHusl Ha OOHApyYKEHHUE ATUX MPOrpaMM U HHPOPMAITUH.

CpenctBo 3amuThl  MHPOpPMALMM — TPOrpaMMHOE oOecreueHue, MpOorpaMMHO-
anmapatHoe — o0ecledeHHe, amnmapaTHoe  oOecliedeHHe, BEIIeCTBO  WIM  Marepual,
npeIHa3HAYeHHOE UM UCTIOIb3yeMOe IS 3aIUThl HHPOPMALIUH.
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2. O01mme moJI0KeHus

Hacrosimass MHCTpyKIust Tonb30BaTeNiss WH(DOPMAIMOHHBIX CHCTEM TEPCOHAIBHBIX
maaaeix  MBJIOY  erckmit cag Ne5 «Maiplny (mamee — MWHCTpyKIus) omnpeaenser
0053aHHOCTH, TpaBa W OTBETCTBEHHOCTh PA0OTHHKOB TNpu paboTe B HHPOPMAMOHHBIX
cHUCTEeMax MePCOHATBHBIX MaHHbIX (nanee — UCITIH).

TpeboBanust Hactosimeit UHCTpYKIMU SBISAIOTCS 003aTEIbHBIME IJ1s1 BCEX PaOOTHUKOB,
OCYIIECTBIISIOMMX 00pabOTKYy W 3alIUTy NepCOHaNbHBIX MaHHbIX (mamee — [1JIn) B UCIIn —
nonb3oBatenert UCI/x (nanee — [lonp3oBarenn).

K zamumaemoit nuudopmaruu, oopadareiBaemoit B UCII[n MBJIOY Jlerckuii cam No5
«MaubIm (manee — VYupexnaenue), orHocsarcs I[IJH, cmykeOHas (TEXHOJIOTHYECKAs)
uH(pOpMalKs CUCTEMBI 3aIUTHI U Ipyras UHGOpMaLus OrpaHUYEHHOTO I0CTYIIA.

Bce nonb3zoBatenu UCIIAH YupexxaeHus A0KHBI ObITh 03HAKOMIICHBI ¢ TPEOOBaHUAMU
HacToAwel HCTPYKIMY MO MOAMKCH.

Hacrosimas MHCTpykiusa —gBAsS€TCS  JONOJMHEHUEM K JCHCTBYIOIIUM  JIOKAJIBHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BompocaMm oOecredeHusi 0e30MacHOCTH
CBEICHUI KOHQUACHIMATBPHOIO Xapakrepa, B ToM uuciae u IIJ[H, m He wHCKIOYaeT
0053aTeNFHOTO BBIMIOJIHEHUS UX TpeOOBaHUI.

3. Jlomyck moJib3oBaTelieil K MNH(POPMANMOHHBIM CHCTEMAM MEPCOHAIBHBIX JTAHHBIX

Jomyck nonws3oBarenei k padore ¢ [1JJn B UCIIJIH ocymiecTBisieTcss B COOTBETCTBUU C
«[lepeunem noimkHOCTel padoTHUKOB MBJIOY Jlerckuii cam NoS «Mansimy , TOMYIICHHBIX K
00paboTKe MEePCOHATBLHBIX JTaHHBIX).

K camocrosrensHO#l paboTe Ha aBTOMAaTU3MPOBAaHHBIX padounx mectax (manee —APM),
Bxomsaumx B coctaB WCIIJIH, nomyckaiooTcs nuia, HM3y4YUBIIHE TpeOOBaHMS HACTOAIIECH
WNHcTpyKIuu U JTOKaJIbHBIX HOPMATUBHBIX aKTOB 1O 3alldTe HHGOPMAIIMH, OCBOUBIIIHE MTpaBUia
skcrutyaTaiiud APM 1 TeXHUYECKUX CPEJCTB 3aIUTHI.

Jlomyck NOpOM3BOAMTCS TOCIE IIPOBEPKM 3HAHMSA Hacrosmew MHcTpykumm wu
MPAKTUYECKUX HAaBBIKOB B paboTe.

4. O03aHHOCTH 0JIH30BATEIA

Kaxnpiii [Tosnp30Barens UMEOIMNN AOCTYIN K allapaTHBIM CPEACTBAM, IPOIPAMMHOMY
obecneuennto U gaHHbIM MCII/IH, HECeT mepcoHaNbHYI0 OTBETCTBEHHOCTh 3@ CBOM JIEUCTBUS U
00s13aH:

4.1. Crporo cobntoaTh YCTaHOBJEHHbIE IIpaBHJa oOecredeHus Oe30MacHOCTH
uHpOpMaLKK MpH paboTe ¢ MPOorpaMMHBIMU U TexHU4eckuMu cpenctamu UCIIIH.

4.2. 3HaTh W CTPOTO BHIMOJIHATH MPaBUiIa pabOTHI CO CPEACTBAMHU 3AIUTHI HH(OPMAIIHH,
ycranoBieHHbIMU B UCI1/IH.

4.3. BBITOTHATH TPEeOOBaHUS TI0 aHTUBUPYCHOM 3aIIUTE B YacTH, KacarolIencs AeiCTBUI
ITonb3oBarenei.

4.4. HemenneHHO CTaBUThb B H3BECTHOCTh OTBETCTBEHHOIO 3a oOecreueHue
6e3omacuoctu [1/Jn 8 UCIIIn unu anmunuctparopa UCTI/IH:

IIPY TIOJI03PEHNH KOMITIPOMETAIUH JIMYHOTO MTapoJIs;

HECAHKIIMOHMPOBAHHBIX (IIPOM3BEACHHBIX C HApyIIEHHEM YCTAHOBJIECHHOTO MOpSJIKA)
M3MEHEHUH B KOHQUTYpalluy MPOrpaMMHBIX WK annapatHbix cpeacts UCIH;

OTKJIOHEHUH B HOpPMaJIbHOW paboTe CHCTEMHBIX W MPUKIIAJHBIX MPOTPAMMHBIX CPE/ICTB,
3aTpyaHaomux skcryarauo UCIH;

HEKOPPEKTHOTO (PYHKIIMOHUPOBAHMS YCTAHOBJICHHBIX CPECTB 3aIUTHI;

oOHapyKeHHsI HETIPETYCMOTPEHHBIX OTBO/IOB Kabesel U MOIKIIOYEHHBIX YCTPOICTB;
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oOHapyXeHHs ()AaKTOB, TIOMBITOK HECAHKIIMOHHUPOBAHHOTO JOCTyNa U CIy4aeB
HapyIIeHUs YCTaHOBJICHHOTO mopsiaka oopadoTku [1/1H.

4.5. DkpaH BUACOMOHUTOPA B MOMELICHUU pacIoyaratb BO BpeMsi pabOThl Tak, 4yTOOBI
UCKJIIOYAllaCh BO3MOXXHOCTh O3HAaKOMJIGHHS C OToOpakaemMoii Ha HHUX uHbopMaluen
IIOCTOPOHHUMH JIMLIAMHU.

4.6. [Tonp3oBatensm UCII/Ix 3anpemaercs:

OTKIII0YaTh  (OJIOKMpOBATh) CpeICTBA 3alIUTHl WH(GOpPMAIMU, IPETyCMOTPEHHBIE
OpraHU3alMOHHO-pACHOPIAUTENbHBIMU JoKkyMeHTaMu Ha MCIT/IH;

IIPOU3BOJUTh Kakue-JINOO M3MEHEHUs B JJIEKTPUYECKUX CXEMax, MOHTaxe U
pa3MeIIeHNH TEXHUYECKUX CPECTB;

CaMOCTOSITENIbHO YCTAaHABJIMBATh, TUPAKUPOBATH, WIM MOAUDUIIMPOBATH MPOrPAMMHOE
o0OecrieueHre, HU3MEHATh YCTAHOBJICHHBIH alroput™M (GYHKIMOHUPOBAHUS TEXHUYECKUX U
IIPOIPaMMHBIX CPE/ICTB;

obpabateiBath B MCII[lH wHbOpMamuioo © BBINOJIHATH Jpyrue pabOThI, HE
npeaycMoTpeHHbIe repeurem npas [lons3oBatens no gocryny k UCII/IH;

cooOmaTh (WK nepeaaBarh) MOCTOPOHHUM JIMIAM JIMYHbIE aTPUOYThI U MApOJIK JIOCTyIa
K pecypcam UCII/IH;

paborats B UCII/IH npu oOHapyKeHUU KaKUX-TH00 HEHCIIPAaBHOCTEH;

OCTaBJISAITh BKJIIOYEHHBIM O€3 npucmorpa APM, He akTMBU3UPOBAB CPEJICTBA 3ALIMUTHI OT
HECaHKIIMOHUPOBAHHOTO JJOCTYTIA,

YMBILUIEHHO  MCHOJb30BaTh HEJIOKYMEHTHUPOBaHHbIE CBOMCTBA U OMIMOKU B
MPOrpaMMHOM OOECIIEUeHUU UM B HACTPOMKAX CPEACTB 3alUThl, KOTOPhIE MOTYT MPHUBECTU K
03HAKOMJICHHUIO C 3alUIaeMon nH(popMalen moCTOPOHHUX JIUIL;

MIPOU3BOJUTL TEpEMeIleHUs TexXHU4Yeckux cpeactB APM  6e3 cormacoBaHus ¢
OTBETCTBEHHBIM 3a obecnieuenne Oe3omnacuoctu [1/1n 8 UCITH;

BCKpBIBaTh KOpIlyca TeXHUYECKUX cpeAcTB APM U BHOCUTH M3MEHEHHS B CXEMY U
KOHCTPYKIHIO YCTPONCTB.

5. Opraﬂmaunﬂ paﬁoTLI CO0 Cb€MHBIMHM MAIIMHHBIMHA HOCHUTECJISIMU l/lH(l)OpMalll/ll/l

5.1. Opranusanus paOoThl CO CheMHBIMU MAIIMHHBIMU HOCUTEISIMU WH(OpMaIuu (naiee
— CMHMN), copepxamme IIJ[H u wuHyro uHpOpMaLUI0 KOH(PUIEHIMAIBHOTO XapakTepa,
ocymiecTBisiercsi B cooTBeTcTBUM ¢ «llopsnkoM oOpaiieHuss cO ChbEMHBIMH MAIIMHHBIMU
Hocurensmu uHpopmaru B MBJIOY Jlerckumii cag NoS «Manbimn .

5.2. ITonw3oBarenu 00s13aHBI 3HATH M COOTIOIATh YCTAHOBIIEHHBIE TPEOOBAHMS 10 YUETY U
xpanennto CMHU.

5.3. CMHMU nomxHBI OBITH 3aperucTpupoBaHbl B «JKypHaie yuera CbeMHBIX MAIIMHHBIX
HocuTenel nHpopMamm.

5.4. CMHU 3akperuisiercs 3a ONpPENEICHHBIM JIMIIOM, HECYIIUM OTBETCTBEHHOCThH 32
COXPaHHOCTh M MECTOHaxo0xaeHue nanHoro CMHU.

5.5. IIpu HeoOxomumocTu nepeaaun uHopmanuu Ha CMHU, nuiio oTBeTCTBEHHOE 3a
XpaHEHHE YBEJIOMIIIET OTBETCTBEHHOro 3a obecneuenue OesomacHoctu [1[In B UCII[IH o
HeoOxomumocTH mepenayn nHpopmaiuu ¢ nomonisto CMHU, nocraBnser CMHU mo mecty
Ha3zHaueHUsI, epeaeT HHPOPMAIIUIO C HEro M BO3BPAIAeT €ro Ha MECTO XPaHEHHS.

5.6. Xpaneane CMHU ocymiectsisiercs:

s ien-kapT, cMapT-KapT, KOMIAKT IMCKOB U JIp.) B 3aIIMIIEHHBIX cerdax;

st CMHMU, Bxogsmux B coctaB UCIIJIH, mpon3BoauTes onevarbiBanue kopimyca APM.

5.7. Tonp3oBaTensiM 3ampeniaeTcs:

3anuchiBaTh U XpaHuTh [1JIH 1 uHy0 nHQOpMalMIO KOHPHUAEHIIMATBHOIO XapakTepa Ha
HeyuTeHHbIx CMHU;
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ocraBimate CMHM ©6e3 mpucmortpa, mepenaBaTh HX IPYTUM JIMIIAM M BBIHOCHUTH 3a
Ipeaesbl KOHTPOJMPYEMOW 30HBI, 3a HCKIIOYEHHEM CJIy4aeB, B KOTOPBIX pa3pelleHa
neperauaCMHU;

xpaauth CMHU BOAM3M CHIBHBIX HCTOYHHMKOB JJICKTPOMATHUTHBIX M3JyYCHUH |
MPSIMBIX COJTHEYHBIX JIy4eH;

xpaauTh Ha yureHHbIXx CMHMW mporpamMmbl m naHHBIE, HE OTHOCAIIMECS K pabodeid
uHpOpMaLnH.

6. Opranu3amnusi NapoJIbHOM 3aIIUThI

6.1. Opranu3anus NapojabHOM 3alUThl IPOU3BOJAUTCSA B COOTBETCTBUHU C «MHCTpyKIMeH
o mapomnpHoii 3amute nHpopmanuu B MBJIOY Jlerckumii cag NoS «Mabimny .

6.2. JIuma, UCrobp3yIoue naposu, o0s3aHbl:

XPAaHUTH B TAlTHE CBOU MapOJIb

YEeTKO 3HaTb M CTPOrO BBINOJIHATH TpeOoBaHUs HactosAuled MHCTpykuuu u Apyrux
PYKOBOJSAIINX JOKYMEHTOB;

CBOEBPEMEHHO CO00ILIaTh OTBETCTBEHHOMY 3a obOecnedeHue OesomacHoctd II/IH B
HUCII[AH 0060 Bcex HEIUTAaTHBIX CHUTYalMsIX, HAPYHICHHUAX pabOThl CHUCTEM 3alIUTHl OT
HECaHKIIMOHUPOBAHHOTO AOCTYIA, BO3HUKAIOIIUX MTPH paboTe C MaposIMH.

6.3. Bo Bpems BBOja maposeil HeoOXOAUMO HCKIIOYUTH BO3MOXKHOCTH €ro IMPOCMOTpa
IOCTOPOHHUMM JIMIIaMU (YEJIOBEK 3a CIIMHOW, HAOII0/IeHNE YeIOBEKOM 3a JIBH)KEHHEM HaJIbLEB B
OpsIMOM BUAMMOCTH WJIM OTPaXKEHHOM CBETE) WM TEXHUYECKUMH CPEACTBAMHU (BHIEOKaMEPBI,
dboToanmaparsl 1 Jp.)

6.4. Ins mpenoTBpamieHus 10CTyna K MepCOHAIBHBIM JaHHBIM, TT0JIH30BATENb BO BPEMs
nepepbiBa B paboTe 00s53aH OCYLIECTBUTh OJIOKMPOBAHHWE CHUCTEMbl Ha)KaTUEM KOMOMHALUU
Ctrl+Alt+Delete u knonku «biokupoBaTh» Win HaxxatneM komOuHauu Win+L.

6.5. biiokupoBanue ceanca goctyna nois3oBarens B MCII/IH ocymecTsisiercs nocie 15
MUHYT ero 0e31eicTBUs (HEaKTUBHOCTH).

6.6. B cmywae yrepu maposns paOOTHUK CTaBUT B  H3BECTHOCTb  CBOETO
HEINOCPEJICTBEHHOTO PYKOBOJAUTENSI M OTBETCTBEHHOro 3a obecrneueHue OezomacHoctu I1/IH B
NCTI/IH s npuHATHS NOCIEAYOIUX PEIICHUN.

6.7. B cyyae komnpomeTaruu maposist (IpoCMOTP MOCTOPOHHUMH, pa3rilalieHIe maposis
U JIp.) HEOOXOMMO M3BECTUTh CBOETO HETOCPEACTBEHHOI'O PYKOBOJIUTENS U OTBETCTBEHHOIO 32
obecnieuenue 6e3onacuoctu [1/{n B UCIIIH 1u1st npUHATHS MOCIEYIOMINX PELICHHH.

7. lIpaBua paGoThl B ceTAX 0011€ro J0CTYNa U (MJIH) MeKIYHAPOIHOT0 0OMeHa

7.1. Pabota B cetsix obuero gocryna u Ha aneMmentax UCII/IH, nomkHa oCylecTBASATHCS
UCKJTIOUUTENBHO B CITY>KEOHBIX IETIsX.

7.2. Ilpu paboTe B ceTsix 00IIero JOCTyIa 3arpemiaeTcs:

OCYILECTBIATH pabOTy MPHU OTKIFOUYEHHBIX CPEICTBAX 3AILUTHI;

nepeaaBaTh 1Mo CETSIM OOIIETO OCTYIA 3aluiaeMyro HHGopMaIuio 0e3 UCIIOIb30BaHMS
cpeAcTB mudpoBaHus;

3ampemnaeTcss CKaymBaTh W3 ceTH VIHTEepHeT mporpaMMHOEe OOecliedeHHne W Apyrue
(ailnbl, eciu 3TO HE ONPEAETICHO ero JOKHOCTHBIMU 0053aHHOCTSIMU;

3aIrpemnaeTcs MOCemeHe U UCIIOIb30BaHue ceTH VIHTepHeT B JIMYHBIX EIsX.

8. IlopsAaoK yCTAaHOBKH OOHOBJIEHH IPOrPAMMHOI0 00ecnedeHust
8.1. VYcraHOBKE KpYIMHBIX OOHOBJIIGHHH TPOTPaMMHOTO OOECIIEYCHHS JOJKHO

IpEe/IIeCTBOBaTh  TECTHUPOBaHWE WHGPOPMALMOHHON  MHQPPACTPYKTYpbl Ha  OTCYTCTBHE
HEraTHBHBIX BO3JIEHCTBUI OT yCTaHABIMBAEMbIX OOHOBIICHUH.
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8.2. B cimyyae oOHapy»XeHUSI HETATUBHOTO BO3/ICHCTBYS YCTAHABIMBAEMOTO OOHOBIICHUS
Ha INTaTHOE (PYHKIIMOHHPOBaHHWE WHOOPMAIMOHHOW WHEOPACTPYKTYpHI, JaHHOE OOHOBIICHWE
YCTaHABJIMBAThHCS HE JIOJKHO I10 coriacoBaHuto ¢ aqMuHuctparopom UCIIIH.

8.3. YcraHOBKE HOBBIX BEPCHI MPOTPaMMHOI0 OOECIIEYEHHs MJIM BHECEHUIO CEPhE3HbIX
W3MEHEHUHW U  JONMOJHEHUH B  JEHCTBYIOIIEE MPOrPaMMHOE OOECIEeYEHUE  JIOJKHO
IpeIIIecTBOBaTh  TECTHUpPOBaHHE HHGOPMALMOHHOW  HMHPPACTPYKTYpbl HAa  OTCYTCTBHE
HETaTHUBHBIX BO3/ICHCTBUI YKa3aHHOTO MPOTPAMMHOTO 0OecrieueHMs..

8.4. VYcraHoBKa NPOTECTHUPOBAHHBIX OOHOBJICHUN, HOBBIX BEpPCUN MPOrPAMMHOTO
o0OecrieyeHHsT WJIM BHECEHHME W3MEHEHUH M JOIOJHEHUMH B JEHCTBYIOLIEE IPOrpaMMHOE
o0ecrnieueHre MOKeT ObITh MPOU3BEECHO TOJIBKO MO coriacoBaHuto ¢ aamunucrpatopom UCTIIx
1 OTBETCTBEHHBIM 3a oOecnieuenue 6e3omacuoctu I11a 8 UCIT/IH.

9. TexHoJi0rus1 00PaAGOTKH MEPCOHATBHBIX JTaAHHBIX

9.1. Ilpu nepBuuHoMm pomycke k padore B MCII[An Ilonmb3oBarenp 3HAKOMHUTCS C
TpeOOBaHUSIMU PYKOBOJISIIUX, HOPMAaTHUBHO-METOAUYECKUX u OpraHHU3aIOHHO-
pacropsIuTeIbHBIX JOKYMEHTOB IO BOTIPOCaM aBTOMATH3MPOBAHHOW 00pabOTKK MH(pOpMaIuy,
uzydaeT MHCTpYKIMIO, TONy4yaeT MNEPCOHAIbHBIN HIACHTHU(PUKATOP WIM JIMYHBIA Mapoib y
OTBETCTBEHHOTO 3a obecnieuenue o6e3onacHoctu [1/1n 8 UCITdH.

9.2. B mpouecce padots! [lonszoBatens npousBoaut oopadotky [11n B UCIIH.

9.3. Ilpu neoOxomumoctu BeIBOA I[1JIn m3 WCII[AH ocymecTBisieTcst CIEIYIOUIM
obOpazoM:

korupoBanueM [1/]xn na yurennsie CMHU;

nepenaya [IJlH 1o kaHamaMm CBsI3U € OOSI3aTENIbHBIM  IPUMEHEHUEM CPEICTB
KpUNTOrpadgpuuecko 3aIuThl.
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[Ipunoxenne Ned

K npuka3y O NpUHITHH
OpraHU3aIMOHHBIX Mep 1o
obecneueHnIo 0€30IMacHOCTH
MEePCOHATBHBIX JTAHHBIX B
WH(POPMAITMOHHBIX CHCTEMaX
MBOY Herckuii cax No5 «Manbiiny

or« 31 » 01_ 2022r.Ne 9

HNHCTPYKIUSA
10 NaPoJIbHOI 3a1uTe nHGOpMAaLUN
B MBJIOY Jlerckuii cag NeS «Manbltm

1. TepmuHbI 1 onpeeIeHUs!

1.1. ABToMaTH3UpOBaHHOE paboyee MECTO — MPOrPAMMHO-TEXHUYECKUNH KOMILIEKC,
IpeHa3HaYeHHBIN JJI1 aBTOMATU3alUU JESTEIbHOCTU ONPEIEIIEHHOTO BU/IA.

1.2. UndpopmaninoHHas cuctemMa epcoHalIbHBIX JTaHHBIX — COBOKYITHOCTh COAEPIKAILMXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U O0ECIEUNBAIOIINX UX 00pabOTKY MH(POPMALIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB.

1.3. O6paboTka TeEpCOHANBHBIX JaHHBIX — JI000€e JeHCTBHE (Omepamus) WM
COBOKYIHOCTb  JIeHCTBMI  (omepaummii), COBEpIIAEMBIX C  HCIIOJb30BAHUEM  CPEACTB
aBTOMAaTHU3alMK WK 0€3 UCIONb30BaHMSI TAKUX CPEJICTB C MEPCOHATBHBIMU JIaHHBIMH, BKJIIOYAs
cOop, 3amuch, CUCTEMATU3aIUI0, HAKOIUIEHUE, XpaHEeHHe, YTOUHEeHUe (0OHOBIIEHUE, H3MEHEHHE),
U3BJIICUEHHE, MHCIOIb30BaHUE, INepeAady (paclpoCTpaHEHHE, MPENOCTaBIEHUE, JAOCTYI),
o0e3nnuuBaHue, OJOKUPOBAaHUE, yIAIEHUE, YHUUTO)KEHUE NTEPCOHANIBHBIX JaHHBIX.

1.4. KondunenuuanbHOCTh MHGOpMaLUU — 00s3aTENIbHOE JJIsi BBIIOJIHEHUS JIUIOM,
HOJYYMBIIUM JOCTYH K OIpelesieHHOW HH(popMmanuu, TpeOOoBaHHWE HE MepeAaBaTh TaKyko
MH(pOpMaLIMIO TPETHUM JIHIIaM 0e3 coriacus ee o0ianaTens.

1.5. [lepconanbHble naHHblE — Jr00as WHGpOpMalMs, OTHOCIMIASCS K MPSIMO HIIH
KOCBEHHO ONPEJECICHHOMY WIH ONpeaesiieMoMy (pu3ndeckoMy JUIy (CyOBEKTY MepCOHaIbHBIX
JTAHHBIX ).

1.6. ITonp3oBarens HWHPOPMAITMOHHOW CHUCTEMBI TEPCOHANBHBIX ITaHHBIX — Pa0OTHHUK,
OCYILIECTBIIAIONIMI  00pabOTKY MEpCOHANBHBIX JIAaHHBIX B HWH(QOPMAIMOHHOW cHCTeMe
MEPCOHAIBbHBIX JaHHbBIX.

1.7. CpenctBo 3ammrthl MH(GOpPMAUMM — MpoOrpaMMHOE OOecredyeHue, MPOrpaMMHO-
anmapatHoe — o0ecledeHHe, amnmapaTHoe  oOecledeHHe, BEIIeCTBO  WIM  Marepual,
npeHa3HAYeHHOE UM UCTIOIb3yeMOe IS 3aIUThl HH(POPMALIUH.

2. Oo0mue nojoKeHus
2.1. Hacrosmas UucTpykuus mo naponbHoi 3ammute nHpopmanuu B MB/IOY Jlerckuit
cag NeS «Manprmy (manee — MHCTpyKIWs) yCTaHABIMBAET TPeOOBAHUS U OTBETCTBEHHOCTH MPHU
OpraHu3allii MapoJbHOM 3alMThl MH(OPMAIMK, a TakXe ONpeenseT MOPSAOK KOHTPOJs 3a
JNEHCTBUSIMU TIOJIb30BaTeNed M OOCIY)KMBAIOIIEr0 TIepcoHajga HHGOPMAIMOHHBIX CHCTEM
nepcoHanbHbIX AaHHbIX (1anee — UCII/IH) npu paboTe ¢ nmapossimu.
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2.2. TpeboBanus HacTosmell MHCTpYKIMK SBISIOTCS 00sS3aTeIbHBIMU JJISi UCTIOJTHEHUS
Bcemu noJibzoBarensimMu U agMuHuctparopamu UCITIn MBJIOY Herckuii cag NoS «Mabiin»
(nanee — YupexJieHue), UCIOJIb3YIOIUIMMU B CBOEH paboTe Cpe/IcTBa BHIUUCIUTEILHON TEXHUKH.

2.3. Bce nmons3oBarenu u agmunuctpatopbl MCII/IH YupexneHus, HCIONB3YIOIUE B
CBOCH paboTe cpeacTBa BBIYUCIUTEILHON TEXHWKH, JOJDKHBI OBITh O3HAKOMJICHBI C
TpeOOBaHUSAMHU HACTOSAIICH MHCTpYKIIMK MOT POCTIHCH.

2.4. Hacrosmas WHCTpYKIUS SBISETCS IOMOJHEHHEM K JCUCTBYIOIINM JIOKATbHBIM
HOPMATHBHBIM aKTaM (BHYTPEHHHM JIOKYMEHTaM) IO BompocaM oOecreueHuss 0e30MacHOCTH
CBEJICHUI KOH(PHUICHIMAIBHOTO XapaKTepa, B TOM YWCIIC W TEPCOHAIBHBIX JAHHBIX (Janee —
[1/1H), 1 HEe UCKITFOYAET 005A3aTEILHOTO BBHITTOJIHEHHS UX TPEOOBAHMIA.

3. TpeboBanus, npexbsBjsieMble K HIeHTH(UKATOPAM (KOJAaM) U MAPOJIsAM (TOPATOK
¢dopmupoBanusi u oOpanIeHus1 ¢ HUMH)

3.1. Aptopuzanus  nons3zoBareneit  MCII[In  ocymiectBisiercss myTeM  BBOJAA
uaeHTU(UKATOpA U/UITH TIAPOJIS.

3.2 TpeboBanust K GOpPMUPOBAHHIO ITAPOJIEH U OOPAIIECHUIO C HUMH.

3.2.1. [Tapons ¢dopMupyercs mnpu CO3JAaHHUM YYETHOM 3alMCU  OTBETCTBEHHBIM

obecnieuenne 6e3onacuoctu [1/1n B UCIIIn wnu anmunuctparopom UCII/IH, nmpu nepBuyHOM
BXO/JIE B YUETHYIO 3aIUCh MAPOJb I0JDKEH ObITh H3MEHEH BIIAJICNIbLIEM.

3.2.2. Brnagenblbl TMUHBIX TApoJIeil 00s13aHbl 00ECTIEUNTh UX TalHY.

3.2.3. [Taponu reHepUpyroTCs ¢ y4€TOM CIeAYIONINX TPeOOBaHMIA:

—I1apoJIb JOJDKEH 3HATh TOJBKO €ro Biajenell,

—JIJIMHA 1apoJisi JOHKHA OBITh HE MEHEE 8 CHMBOJIOB;

—B maposie 00s3aTeNbHO JIOJDKHBI NMPUCYTCTBOBATh Kak HU(PHI, TaKk U OyKBHI Ha
BEPXHEM U HIKHEM PETUCTPaXx;

—TapoJib HE JOJDKCH BKIIIOYATh CMBICJIIOBYIO HArpy3ky (WMMeHa, QaMWInH,
HAUMCHOBAHHS OPTaHU3AlWN, YIHWI, TOPOJOB W T.JA.), OOIICTIPUHSATHIC COKPAIICHUS
(userOl, password02 u T..) ¥ MOCIEIOBAaTEIbHBIE COYETAHUS KJIABUII KIIABUATYPHI
(gqwertyOl, Uniyken12);

—MaKCUMAIIbHBIN CPOK JAeWCTBUA Mapos cocTanisiet 120 nHei;

—MHUHHUMAIIbHBIA CPOK JIEHCTBUS MapOJisd COCTABISET 2 THS;

—KOJIMYECTBO HEYJAYHBIX MOMBITOK BXOJa B CUCTEMY, MPUBOJSIIEE K OJIOKUPOBKE
YUETHOM 3amKCH MOJIb30BaTeNs T0JDKHO OBITH He Oosee 6.

3.2.4. TpeboBanuss k (HOPMHUPOBAHHMIO TMapoJiell 00ECTeUnBAIOTCA TEXHUUYECKUMU
BO3MOXXHOCTSIMH HCIIOJBb3YyEMbIX OMNEPAIMOHHBIX CHUCTEM, CPEACTB 3alllUThl HH(OpPMALUU U
WH()OPMAIMOHHBIX PECYPCOB.

3.2.5. [lonHas mnaHoBas cMeHa TMaposiei TMoNb30BaTeNel JODKHA MPOBOAMUTHCS
pETYISIpHO, HE peXe OJHOTO pa3a B MOJToAa. BHEIuraHoBas cMeHa Mapojs MPOU3BOIUTCS B
clIy4ae ero KOMIpoMeTaIiy, a Takxke 1mo mpockoe monb3oBaresns UCIT/Ix.

3.2.6. Xpanenue nonb3oBaTesimu MCIIJIH 3HadyeHuit cBoMX maposeil Ha OymMakHOM
Hocutene SAIIPEIIIEHO.
3.2.7. [Tonp30BaTens HE HWMEET MpaBa COOOIIMTH JIMYHBIA IAPOJIb JPYTUM JTUIAM

(paspemiaercsi TOMBKO C COTJIACOBAaHUS OTBETCTBEHHOTO 3a obOecreueHne 0e30MacHOCTH WM
aagmunuctpatopa MCII[IH npu Hanmaum TEXHOJOTUYECKOW HEOOXOJUMOCTH HCTOIb30BaHUS
UMEH M Tapoyied pabOTHUKOB B HMX OTCYTCTBHE B CIlydae BO3HUKHOBEHHS HEIITATOHBIX
cuTyarui, Gopc-MaXOpHBIX 00CTOSTENbCTB U T.1. [lo Bo3pareHnto pabOTHUKHU 00s3aHBI Cpa3y
’K€ CMEHUTDb CBOU IapOJIM HAa HOBbIE 3HAYEHUS COTJIacHO JaHHOM MHCTpyKIum).

3.3. [Topsmox cmeHbl maposed W WACHTU(DUKATOPOB TMPH HM3MEHEHHMSIX B
OpPTraHU3aI[MOHHO-IITATHON CTPYKTYype (KaJpOBbIe IEPECTAaHOBKHU, YBOJIbHEHHE PAOOTHHKOB):
3.3.1L [Ipu mpekparieHuu eiHCTBUS TPYAOBOTO IOTOBOpa ¢ pAOOTHUKOM BCE CO3/IaHHBIC

JUTSL 9TOTO pabOTHHKA ydeTHBIE 3amucH (ITOJIb30BATEIHCKOE MMsI) MOAJIeKAT OJTOKUPOBAHUIO HE
Mo3JHee, 4YeM B JeHb YBOJIbHCHHS palOoTHuKA. [losHOE ynmaneHWe y4YeTHBIX 3amucei
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NPOM3BOIUTCS B T€UCHUU 5 pabouux AHEH cO AHA YBOJIbHEHHs paboTHUKA. OCHOBaHHEM IS
OJIOKMPOBaHMUSA W TOCJIEIYIOUIET0 yAaleHUs YYETHBIX 3amucedl paOOTHUKaA SBISIETCS 3asBKa,
IIPEJICTaBICHHAs HENOCPEICTBEHHBIM PYKOBOAMTEIEM YBOJBHSIEMOIO HE IO3[JHEE, 4yeM 3a 3
pabouux JHs 0 AHS €r0o YBOJbHEHHUS.

3.3.2. IIpy mpoBeneHMM  OpPraHMU3aLMOHHO-IUTATHBIX ~ MEPONPUATHH  (KagpoBble
IIEPECTAHOBKM) HEMOCPEICTBEHHbII pPYKOBOAUTENb CTPYKTYPHOIO HOJpa3jeneHust o0s3aH
npenctaButh aaMuauctparopy MCII/IH 3a8BKy Ha ©3MEHEHUE B IpaBax J10CTyna.

3.4. [Topsiiok nelcTBUI MpHU KOMIIPOMETAIlUU WICHTU(UKATOPOB U TTApOJIeH.

3.4.1. [Ton koMmpoMmeranueil moHUMaeTcs: yrpaTa MapoJisi yYETHOW 3amucu U (WiIH)
napoJisi uJeHTu(uKaropa, pasrialieHue Y4eTHOW 3allucy aposis WM [apoiis uaeHTHdUKaTopa
(s1BHast KOMITpOMETAIMS), WIM UHAsl CUTYyallHs, KOTOpasi JaeT OCHOBAHUE JJIsl MPEATOI0KEHUS O
HapyLEHUH KOHPHUIESHIIMATBHOCTH MapoJied U HACHTU(DUKATOPOB (HEsSBHAS KOMIIPOMETALNsA).

3.4.2. [Ipu BogBIeHMH (akTa YTpaThl MapoJsd, pasralieHust Mapojsl, IMapoJs
UJAECHTU(PHUKATOPA, CAMOI0 MJIEHTH(UKATOpa M0JIb30BaTENb 00513aH HE3aAMEAJIUTENBHO COOOIINTh
0 JaHHBIX (PaKTax CBOEMY HEMOCPEJICTBEHHOMY pPYKOBOJUTEII0 M OTBETCTBEHHOMY 32
obecnieuenue 6e3omacuoctu [1/1n B UCIIAn unu anmunuctparopy UCIIAH.

3.4.3. B cinydae BwIsiBIeHHA (hakTa KOMIIPOMETALMU HIESHTH()HUKATOPOB M Tapoiei
noab3oBarens agmuHuctpatop MCIIJIH unm oTBeTCTBEHHBIM 3a obecniedeHue 0e30IacHOCTU
[T1a B UCIIdH 00s3aH HEMENIICHHO 3a0JIOKHUPOBATh YYCTHYIO 3aITUCh TAHHOTO TOJIL30BATENS U
He3aMeJUIMTEIbHO IPOU3BECTH BHEIUIAHOBYIO CMEHY MapOJIsl JUIsl 3TOrO MOIb30BATES.

4. IlpaBa u 00A3aHHOCTH
4.1. OcnHoBHbIe 3aaaun agmuaucTparopa MCII/Ix:
—  OpraHM3anys yCTAaHOBKU CPEICTB WACHTU(UKAIUH U ayTeHTU(UKALIUY;
—  opranuzaius napoiibHo# 3amutel Bo Bcex UCII/H;
—  BBbIJa4ya MEPBUYHBIX MAPOJICH, U JIEKTPOHHBIX MEPCOHANBHBIX HICHTU(UKATOPOB U
rapoJiel K HUM;
—  OCYILECTBJICHHE KOHTPOJISI 3a COCTOSIHUEM CHCTEMbl IapOJbHOM  3alUThI
uHpopmanuu B UCIT/IH.
4.2.  Anpmunucrparop UCIT/IH umeer npaso:
— BHOCHUTb HPEJIOKEHHUS 10 COBEPIIEHCTBOBAHUIO CHCTEMbI IapOJbHOW 3allUThI
uHpopmanuu B UCII/IH;
— TPHUHHAMATh Yy4yacTHE€ B IUIAHUPOBAHUM MEPONPUATHHA IO IAPOJBHOM 3alluTe
uHpopmanuu B UCII/IHu niuaHWpOBaHUM OCHAILLEHUS CPEJICTBAMU HUICHTU(UKALIUH
U ayTeHTU(UKALINY;
—  OCYIIECTBIJIATh KOHTPOJIb COCTOSTHUS CPEACTB MIAEHTHU()UKALNU U ayTeHTHU(PHUKAIUU B
NCTI/H;
—  MHUIMHMPOBATH CIIYKEOHbIE POBEPKU U Y4aCTBOBATh B IIPOBEIECHUU pacciie0BaHu
1o (akTaM KOMIIpOMETaluH;
— OKas3plBaTb IOMOIIb B PELIEHUH NpoOJieM, BO3ZHUKAIOIIUX IPU SKCITyaTaluu
CPEICTB UACHTH(UKAIINKI U ayTEHTU(DUKAITUH.
4.3. OO053aHHOCTH B YaCTH MapOJbHON 3alUThl MH(YOPMAIIMKM OTPaXEHbI B MHCTPYKLUHU
anmuauctpaTopa UCITH.
4.4. Tlons3oBarensm MCII/IH B cBOet paboTe 3amperaercs:
— coolOmarh KOMy-TMOO CBOW JMYHBIA NapoJib W/MIU Tapoyib K 3JIEKTPOHHOMY
NEPCOHAIBHOMY UICHTUPHUKATOPY;
— IepeaaBaTh KOMY-JIHOO BbIJITAHHBIN 3JEKTPOHHBINA NEPCOHANBHBIN HACHTUDHUKATOD;
— ocymecTBIATh BxoJ B omnepanuonHble cuctembl MCII[IH u B uHpOpManmoHHble
pecypchl O Uy>KUMH UICHTU(UKATOpaMH U TTAPOJISIMH;
—  OTKJIIOYATh CPECTBA UJIEHTU(DUKALNN U ayTeHTHPHUKAILIUH.
4.5. B cinydae mosiBieHHs TOJO3pEHMH Ha (PAKT KOMIIpOMETAllMU Iapojisi, a Takke B
cllyyae BBISBICHUS MHLUUACHTOB ((pakTOB M T.I.), CBA3aHHBIX cO cOOSMHU B paboTe CpelncTB
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UJCHTUPHUKAIMY U ayTeHTU(UKALIUH, TI0JIb30BATENN 00s13aHBl HEMEJICHHO TPOMH()OPMUPOBAThH
00 3TOM oTBeTcTBeHHOTrO 3a00ecneueHue OezonacHoctH [1[1n B MUCII/In unm ammMuHucTpaTopa
NCIIAH.

5. OTBeTCTBEHHOCTH /I0/LKHOCTHBIX JIMIl B PAMKAX CHCTeMbI AP0JIbHOI 3a1UTHI
uHopManun

5.1. Ilonp3oBarenu, OTBETCTBEHHBIM 3a obOecrneueHue Oe3omacHoctu I1/In B UCII[H u
agmuauctpatop MCII[lH HecyT OTBETCTBEHHOCTb 3a HEHAQJJIEXKAIIEe HCIOJHEHUE WU
HEHUCIIOJTHEHHE CBOMX 00sI3aHHOCTEH, MPEyCMOTPEHHBIX HacTosule MHecTpykuuel, B mpeenax,
OTIpeIeICHHBIX JICHCTBYIOUIMM 3aKOHOIaTeNbCTBOM Poccuiickoii @enepannu. 3a HecoOI0eHIE
TpeboBaHMil 3akoHOHATeNbCTBA Poccuiickorr Denepani  TPEIyCMOTPEHA TpakIaHCKas,
YTOJIOBHAs!, a/IMUHUCTPATUBHAS, JUCIUIUIMHAPHAS OTBETCTBEHHOCTbD.

5.2. Tlonp3oBarenu, OTBETCTBEHHBIM 3a oOecneueHue Oe3omacHoctd [1[In B UCII[H u
agmuauctpatop MCII[IH HecyT OTBETCTBEHHOCTb IO JCHCTBYIOLIEMY 3aKOHOJATENIbCTBY
Poccuiickoiit @eaepanuu 3a pasriaiieHue CBEACHUM KOH(PHUISHIIMAIBHOIO XapaKTepa, CTaBIINX
W3BECTHBIMH TIPU BBIOJIHCHUU CITY)KEOHBIX O0S3aHHOCTEH, B TOM YHCJIEC MPETYCMOTPEHHBIX
Hacroswen Mucrpykuuen.
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[Tpunoxenne Ne5

K npukazy O IpHHITHH
OpraHU3aIMOHHBIX Mep 1o
obecneueHnIo 0€30IMacHOCTH
MEePCOHAITBHBIX JJAHHBIX B
MH(OPMALMOHHBIX CHCTEMaX
MBOY Herckuii cax No5 «Manbiiny

or« 31 » 01_ 2022r.Ne 9

HNHCTPYKIUA
no antuBupycHoii 3amure MBJIOVY Jlerckuit cang NeS «Masbiin»

1. TepmuHbI 1 onpeesIeHUs!

1.1. ABToMaTH3UpOBaHHOE paboyee MEeCTO — MPOrPAMMHO-TEXHHYECKUNH KOMILIEKC,
HpeHa3HAYCHHbIH U1 aBTOMATH3alMU AEATEIbHOCTH ONPEIeIEHHOrO BUA.

1.2. AuTuBHpyCHas 3aIuTa — 3alUTa UHGOPMAIMU U KOMIIOHEHTOB MH(POPMALMOHHOM
CHCTEMBI OT BPEJOHOCHBIX KOMITBIOTEPHBIX IPOrpaMM (BUPYcOB) (0OHapyXKeHHE BPEeIOHOCHBIX
KOMITBIOTEPHBIX MPOrpamMM (BUPYCOB), OJIOKHPOBAHUE, H30JIMPOBAHUE «3aPAXKEHHBIX» 00BEKTOB,
yJlaJe€HUE BPEJOHOCHBIX KOMITBIOTEPHBIX IIPOrpaMM (BUPYCOB) U3 «3apaK€HHBIX» O0BEKTOB).

1.3. UadopmanrnonHas cucremMa nepcoHaIbHBIX TAHHBIX — COBOKYITHOCTh COAEPIKAIIMXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JTaHHBIX U 00ECIEUNBAIOIINX UX 00pabOTKY MH(POPMALIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPENICTB.

1.4. OGpaboTka TmepCOHANbHBIX JaHHBIX — JIO0Oe JelcTBUE (omepanus) WU
COBOKYIHOCTb  JIeHCTBMI  (omepaumii), COBEpIIAEMbIX C  MCIIOJB30BAaHHEM  CPENCTB
aBTOMAaTH3allMK WM 0€3 UCIOIb30BaHUS TAKUX CPEJCTB C MEPCOHATBHBIMU JaHHBIMH, BKIIOUYAs
cOop, 3ammuch, CUCTEMATU3AIINIO, HAKOIUICHHUE, XpaHeHUe, yTouHeHue (0OHOBIIEHHE, U3MEHEHNE),
U3BJICUEHHE, HCMOJb30BaHUe, INepenady (pacnpocTpaHeHHe, NPEJOCTaBICHHE, JJOCTYI),
o0e3nuurBaHue, OJIOKUPOBaHKE, yIaleHHE, YHUUTOKEHUE MEPCOHATIbHBIX TaHHBIX.

1.5. KondunenuuanbHoCTh MHGOpMaLUU — 00s3aTENIbHOE JJIsS BBIIOJIHEHUS JIUIOM,
NOJYYMBIIUM JOCTYH K OIpeleseHHOW HH(popMmanuu, TpeOoBaHHWE HE MepeaaBaTh TaKylo
UH(OPMALIHIO TPETHUM JHIIaM 0e3 coryacus ee o0nagaress.

1.6. [lepconanbHble aaHHble — r00as WHGOpMANMsA, OTHOCSMIASCS K MPSIMO HIIH
KOCBEHHO ONpEACTICHHOMY MU OnpezensieMoMy (pu3nueckoMy JHIly (CyOBEKTY MepCOHATbHBIX
JTAHHBIX ).

1.7. llonb3oBarens MH(POPMALIMOHHOW CHCTEMbI NEPCOHAIBHBIX JaHHBIX — PAaOOTHUK,
OCYIIECTBISIONMN  00paOOTKY TMEpCOHAJIbHBIX MJAHHBIX B HH(POPMAIMOHHON cucTeMe
MEPCOHAIbHBIX JaHHbBIX.

1.8. CpencTBo aHTUBUPYCHOM 3alUTBI — MPOrPaMMHOE CPEJICTBO, pealln3yIolee
(GyHKIMN OOHapY)KEHUS KOMIBIOTEPHBIX MPOTrpaMM JIMOO MHOM KOMIBIOTEpPHOH MH(pOpManuu,
NpeIHa3HAYSHHBIX JJI1 HECAHKIIMOHUPOBAHHOTO YHUYTOKEHUs, OJIOKUPOBaHMS, MOIU(DUKAIIUH,
KOMMPOBAHUS  KOMIBIOTEpPHOH HMH(GOpMAIMKM MM  HEWTpaau3ald  CPEACTB  3alUThI
uHOpMaLINK, a TAK)Ke pearnpoBaHus Ha 0OHApyKEHUE ITUX MPOrpaMM U UH(OPMAIIHH.
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1.9. CpeactBo 3amuThl WHOpPMAIMK — MPOrPaMMHOE OOECIEYCHHE, IPOrpaMMHO-
anmapatHoe — oOecriedeHue, amnmapaTHoe  oOecredeHuWe, BEIIeCTBO WM  MaTepuall,
npeaHa3Ha4YCHHOC UJIK UCIIOJIBb3YCMOC IJId 3allUThI HH(i)OpMaLII/II/I.

2. OO01ue moJI0KeHUus

2.1. Hacrosmas WuacTpykums mo antuBupycHou 3amute MBIAOY Jlerckuii cam Ne5
«Manpimy (manee — MHCTpyKIus) peryiaupyeT BOIPOCHl OpraHU3aluid aHTUBUPYCHOM 3alIUTHI U
TpeOOBaHUS K MOPSAIKY MPOBEICHUS aHTUBUPYCHOTO KOHTPOJIS.

2.2. UuHcTpykuus ycTaHaBiIMBaeT TpeOOBaHUS U OTBETCTBEHHOCTb IPH OpraHU3aluu
3amUThl  MHGOPMAIMM OT  Pa3pyLIAIOMIET0 BO3JACHCTBHUS BPEJOHOCHBIX TPOTPAMM  —
KOMIIBIOTEPHBIX BUPYCOB.

2.3. TpeboBanus Hactosmend MHCTPYKIMH SBISIOTCS 00sA3aTENbHBIMU JJIS1 MCTIOTHEHUS
BcemMu pabotHukamu MBJIOY [erckuit cam No5 «MaubIiny (manee — YwupexueHus),
UCIIONIB3YIOIIMMHE B CBOEH paboTe Cpe/iCTBA BHIUMCIUTENbHOM TEXHUKH.

2.4. Bce paboTHUKU YUpexIeHHS, UCHOIB3YIONINE aHTHUBUPYCHBIE CPEICTBA, TOJIKHBI
OBITH O3HAKOMIICHBI C TPeOOBaHUAMH HacTosIIeld MHCTpyKIne o pOCIUCH.

2.5. Hacrosmas WHCTpyKius sBISETCS IOMOJHEHHEM K JACUCTBYIOIIMM JIOKAJbHBIM
HOPMATHUBHBIM aKTaM (BHYTPEHHHM JOKyMEHTaM) IO BOIMpocaM obOecredeHus 0e30macHOCTH
CBE/ICHUI KOH(MICHIMAIBHOTO XapaKTepa, B TOM YHCJIE M MEPCOHAIBHBIX JAaHHBIX (Jajee —
[1/11), 1 HEe UCKITIOYAET 00SA3aTEILHOTO BBHITIOJIHEHHS UX TPEOOBaHUIA.

3. TpeOGoBaHUSI K AHTUBHPYCHBIM CpeCTBAM

3.1. B VupexaeHun K TNPUMEHEHHUIO JIOMYCKAIOTCS  TOJBKO  JIMIICH3MOHHBIE
AHTUBUPYCHBIE MpPOrpaMMHbIe W (WJIM) MPOTrpaMMHO-aNMapaTHbIe CpelCcTBa (aHTHUBUPYCHbBIC
CPEICTBA), 3aKyIJIEHHbIE y pa3paboTurKa yKa3aHHbBIX CPEICTB WIIH €r0 OQHUIHAIBHBIX AUIEPOB.

3.2. AHTUBUpYCHBIE CpPEICTBA JOJDKHBI (DYHKIIMOHHPOBATH B TEYCHHE BCEr0 BPEMEHHU
paboThI CPEJICTB BBIYUCIUTEIHHON TEXHUKU (OT MOMEHTA 3arpy3KH OTICPAIMOHHON CHCTEMBI 10
MOMEHTA €€ BBITPY3KH).

3.3.  AHTUBUPYCHOE CPEACTBO HE JIOJDKHO CYIIIECTBEHHO 3aTPYyIHATH pabOTOCIIOCOOHOCTD
CPEJICTB BEIYUCITUTEILHON TEXHUKH HH(POPMAIIMOHHBIX CUCTEM TIEPCOHABHBIX JaHHBIX (Jlaiee —

WCII/In).

4. TIpaBa v 00513aHHOCTH

4.1. AHTUBUPYCHOH 3allluTe TMOAJEKUT BCs oOpabaThiBaeMas B YUPEKICHUU IpU
MOMOIIN CPEJCTB BBIYUCIUTENBHOM TEXHUKH, HWH(OpMAlLMs, HE3aBUCHUMO OT OrpaHHYEHUIl
JIOCTyNa K HEH.

4.2. @aiinel, IOMENIaeMbIe B JJICKTPOHHBIA apXWB, JOJDKHBI B 00S3aTEIHLHOM ITOPSIIKE
MPOXOJUTH AHTUBUPYCHBIN KOHTPOJIb.

4.3. VYcranaBnuBaemoe (U3MEHsEMOE) NPOrpaMMHOE OOECleYeHne JIOKHO OBITh
IIPEABAPUTEIILHO IIPOBEPEHO HA OTCYTCTBUE BUPYCOB.

4.4. B UCII/Ix 3anpermiaercsi yCTaHOBKa IPOrPaMMHOTO 0OecrieueHus], He CBA3aHHOIO C
BBIMOJIHEHHEM  (DYHKIMH, MpeIyCMOTPEHHBIX TEXHOJIOTHYECKUM MpoIeccoM 00paboTKu
uH(pOpMaLIUH.
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ConpoBoxieHue (peryisipHoe OOHOBIIEHHE, aHTUBHPYCHBIN KOHTPOJIb, BBISBICHHE

(akTOB 3apaKeHUs U MPOBEICHHUE CIYKEOHBIX paccieOBaHNN) MPaBUI aHTUBUPYCHOM 3alIUThHI

BO3JIaraloTCs Ha OTBETCTBEHHOTO 3a oOecneuenue 6e3onacHoctu [11a B UCIT/IH.

4.6.

4.7.

OcHoBHBIE 337]a41 OTBETCTBEHHOTO 3a o0ecnieuenue 6e3onacuoctu [11n B UCII/IH:
OpraHu3aIys Mpolecca yCTaHoBKU aHTUBUPYCHBbIX cpeactB B UCII/IH;
COIPOBOXKACHUE AHTHUBUPYCHBIX CPEICTB (OOHOBJIEHHME, aHTUBUPYCHBIN KOHTPOJb,
COMPOBOXKACHHE JEWCTBUN IMOJIb30BaTeIe B cCiydasX OOHApyKEHUS BHPYCOB,
obecrieyeHrne pabOTOCIIOCOOHOCTH AHTUBUPYCHBIX CPEICTB);

KOHTPOJIb ~ COCTOSIHUSI ~CHCTEMbl ~ AHTUBUPYCHOM  3amuThl HHPOpMAIMM B
YupexaeHuu.

OtBeTcTBeHHBIH 3a oOecneueHue Oec3omacHoctd 11/l B MCII  Hecer

OTBCTCTBCHHOCTD 3a:

4.9.

32 CBOCBPEMEHHYIO YCTAHOBKY aHTUBUPYCHBIX CPE/ICTB;

3a JKCIUTyaTaluio (aHTUBUPYCHBIH KOHTPOJb, pabOTOCIIOCOOHOCTh AHTHBUPYCHBIX
CPEICTB, CONPOBOXKICHUE [EHCTBUI IMOJNb30BaTENC B Ciydasx OOHapyKeHUS
BHUPYCOB) CUCTEMbI aHTUBUPYCHOM 3aIIUTHI HH()OPMALINK;

3a CBOEBPEMEHHOE OOHOBJICHHE JIUIICH3UH HA aHTUBUPYCHBIE CPE/ICTBA;

3a CBOCBPEMEHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3.

OtBercTBeHHBIH 3a oOecnieuenue 6ezonacuoctu [1/[n B UCIIJnumeer nipaso:
BHOCHUTH MPEIJIOKEHUS [0 COBEPIICHCTBOBAHUIO CUCTEMbl aHTUBUPYCHOW 3alllUTHI
uHpOpMaLNH;

NPUHUMATh y4YacTHE B IUIAHUPOBAHMM MEPONPHUSTHIA MO AHTHUBUPYCHOW 3alIuTe
uH(pOpMallMU U IJIAHUPOBAHUU OCHAIICHUS] aHTUBUPYCHBIMU CPEJICTBAMU;
OCYIIECTBIISATH KOHTPOJIb COCTOSIHUS CPE/ICTB aHTUBUPYCHOM 3aIIUTHI HHPOPMAIINH B
Yupexnenuy,

WHUILIUUPOBATH CIIY’)KEOHBIE POBEPKU M YyIaCTBOBATh B MIPOBEJICHUH PaCCIICIOBAHUM
no paxram 3apaxenus supycamu UCII/H 1 cpeacTB BRIYUCIUTEIHHONU TEXHUKH,
OKa3bIBaTh IMOMOINb B PEHICHUH MpoOJeM, BO3HUKAIOIIUX MPHU IKCIUTyaTaluH
CPE/ICTB aHTUBUPYCHOM 3aIlIUTHI.

[Tonb30BaTens aHTUBUPYCHOTO CpEACTBA — IIMIO, HA paboyeM MecTe KOTOpOro

MMPUMCHACTCA aHTUBUPYCHOC CPCIACTBO.

4.10.

5.1

[Tonb30BaTeNsIM aHTUBUPYCHBIX CPEJICTB 3allPeIaeTcs:

MEHSTh HACTPOWKM WM OTKIIOYaTh CPEJCTBA AHTHBUPYCHOW 3aIUTHI BO BPEMS
paboThI;

WCIIOJIb30BaTh CPEJICTBA AHTUBHUPYCHOW 3allMTHI, OTIMYHBIC OT YCTAHOBJICHHBIX
CPEACTB;

0e3 paspemieHus OTBETCTBEHHOTO 3a obecrieueHue OeszomacHoctu [/l B UCIIIH
KOITUPOBATH JIFOOBIE (hailyibl HA CheMHBIC HOCUTENN WH(GOPMAIIUHU, YCTAaHABIMBATH H
UCIIOJIb30BaTh JII00OE MpOrpaMMHOE oOOecCreueHrne, He NpeaHa3HAYCHHOE IS
BBITIOJTHEHHSI CITY>)KEOHBIX 3a71a4.

5. Tlopsinok U NepHOAMYHOCTH OOHOBJICHUS] AHTUBHPYCHBIX 0a3

CBoeBpeMeHHOe OOHOBIEHME ©0a3 JaHHBIX CpPEACTB AHTUBUPYCHOM 3alUTHI

uHpOpMallUK  SBISETCA HEOTheMJIeMOW uYacThio oOecrneyeHus d3()PEKTUBHON MOIUTUKH

AQHTUBUPYCHOM 3aIIUThI HH(OPMALINH.
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5.2. VYcraHoBke OOHOBJICHWI IODKHO mnpenmectBoBath TectupoBanue MCII/In Ha
OTCYTCTBHE HETAaTHBHBIX BO3/JICUCTBUN OT BHOBb YCTAHABIMBAEMBIX OOHOBIICHUH.

5.3. VYcraHOBKE HOBBIX BEPCHId MPOrPAMMHOTO OOECTICUCHHsI WIM BHECEHUIO M3MEHEHUI
¥ JIOTIONHEHWH B JCWUCTBYIOIEe MPOrpaMMHOE O0O0€CleYeHne JOHKHO TPEIIeCTBOBATh
tectupoBanue MCII[IH Ha OTCYTCTBHE HEraTHBHBIX BO3JCHCTBUN YKAa3aHHOTO MPOTPAMMHOTIO
obecrieyeHus.

5.4. Tlepuoau4HOCTh OOHOBJICHUS aHTUBUPYCHBIX 0a3:

— oOHoBieHue aHTUBHpPYCHbIX 0a3 mms Bcex MCII/H, MMEROIHUX MOAKIIOYEHUE K
ceTsiM O0LIEero MOJIb30BAHUS U CETSIM MEXIYHAPOJAHOTO MH(OPMALIMOHHOTO 0OMEeHa,
JOJKHO OBITh eXeJHeBHbIM. VICTOUHUMK OOHOBIIEHUSI — CcepBep pa3padoTyHKa
AHTUBUPYCHOTO CpEICTBA, JHOO COOCTBEHHBIM IIEHTPAIM30BAHHBI CETEBOM
UCTOYHUK OOHOBIIEHUH, NoOJy4yaromuii oOHOBIEHHMS C cepBepa pa3zpaboTuuka
AHTHUBUPYCHOTO CPEACTBA.

— oOuoBienue anTuBUpycHbIX 0a3 s UCII/IH, He uMEIONIX MOAKIIOUYEHHE K CeTIM
o0lIero MOJIb30BaHUA M CETAM MEXKIYHAPOJIHOTO HWH(MOPMALMOHHOTO OOMEHa,
0OHOBJICHHE JOJKHO OBITH HE MeHee | pasza B Hegento. McTrounnkoMm 0OHOBJICHUS B
JIAHHOM CJy4yae SBJISIIOTCS aHTHUBUPYCHBIE 0a3bl, 3alMCaHHBIC HA IPEIBAPUTEITHLHO
YUTEHHBIA B YCTAHOBJICHHOM TIOPSIIKE ChEMHBIN MAITUHHBIA HOCUTETh HH(POPMAIIHH.

6. HOpﬂIlOK H NEPUHOAUYHOCTDH NMPOBCACHUA AaHTUBHUPYCHOI'0O KOHTPOJIHA

6.1. OObexkTamMu aHTUBUPYCHOTO KOHTPOJIS SIBISIFOTCS:
— KECTKHE MarHUTHbIE IUCKU pabounx ctaHuuii u cepsepos MCII/H;
— CeTeBble XpaHWIHIA (CUCTEMBI XpaHEHUs JaHHbIX );
— OllepaTHBHAs U CUCTEMHAas MaMsITh CPEACTB BHIYMCIUTEIBHON TEXHUKN;
— CbEMHbIE MallIMHHBIE HOCUTEIN UH()OpMaLINH;
—  BXOJSUIMH U UCXOASIINN KOHTEHT (BeO-Tpaduk);
— (aiinbl, monydaemble M IepeJaBaeMble Yepe3 CeTH OOILero IOoJIb30BaHUS U
MEXyHApOJAHOTO HH()OPMAIIMOHHOTO OOMEHa;
— TI0YTOBBIE COOOIIEHUS IJIEKTPOHHOM MOUTHI.

6.2. AHTHUBUPYCHBIH KOHTPOJb BXOIAIIEH WH(POPMAIMU CO CHEMHBIX MAIIUHHBIX
HocuTeneil mHpopManuu HEOOXOJUMO MPOBOAUTH 10 HepeHoca HMHGOpMAalMM Ha >KECTKHUM
MarHuTHBIM JUCK paboueld CTaHIMM WM ceTeBod muck. WMudbopmamus, momydaemas 1o
TEJIEeKOMMYHUKAllMOHHBIM ~KaHajlaM, JOJDKHA IIPOBEPSATCS BO BpeMs, WM cpa3zy Iocie
nonyueHusi. KoHtponp ucxopsmeid mHpopMaluu HEOOXOAMMO IPOBOAUTH HENOCPEACTBEHHO
nepea1 OTIPaBKOU (3aMMChI0 HA CHEMHBIN HOCUTETH).

6.3. Buasl u meprHoAMYHOCTH aHTUBHUPYCHBIX TIPOBEPOK MPEICTABICHBI B Ta0MIIE 1.

Taoauna 1
No IlepuoguuHOCTH
OOBEKT KOHTPOJIS Bun nposepku prozn
/i MIPOBEPKHU
[TomHas mpoBepka 1 pa3 B mecsIt

JKecTkre MarHUTHBIE TUCKH pabouuX

Tanuuii u cepsepos UCII/In
CTaHI( cepsepos UCII/T BrICTpOE CKaHMpOBaHKE 1 pa3s B Henemo
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Ne [lepuoanuHocTh
OOBEKT KOHTPOJIS Bun nposepku
/1 IIPOBEPKHU
CereBble XpaHIIHUILA (CUCTEMBI XpaHEHHS
2 Ilonnas npoBepka 1 pa3 B mecs1g
JTAHHBIX )
[Tonnas mpoBepk 1 B M€cCs
3 OmnepaTuBHAs U CUCTEMHAs TAMSITh OJiHas poBepKa pas B Mecill
CPE/ICTB BBIYUCIUTEIbHON TEXHUKH
pen BricTpoe ckanupoBanue 1 pa3 B HezpenIO
ChbeMHbIe MalTMHHBIE HOCUTEIN [Mpu xaxmom
4 Ilonnas npoBepka
uHQOpMaIH MOJKIIOUEHUH
MunuManbsHO HEOOX0UMOe
TpeOoBaHUE -
5 |Be6-Tpaduk [TocTostHHO
HACTPOWKa aHTHBUPYCHOTO CPE/ICTBA
MO YMOJTYaHUIO
@Daiinbl, IOJyYaeMbIE U epeaaBacMble
IIpu xaxxgom
gepes3 CETH OOIIEro MOJIb30BaHUs U
6 [Monnas npoBepka MOJTY4YCHUH U
MEKTyHapOTHOTO NH(OPMAIIHOHHOTO
OTIIpaBKe
obOmeHa
MuHHMaNBEHO HE0OX0AUMOE
. T BaHue - IIpu xaxaom
[TouToBBIE COOOIIEHHS DIIEKTPOHHOM peboatue P
7 TIOJTy9E€HUH U
TOHTRI HACTPOWKa aHTHBUPYCHOTO CPE/ICTBA OTIIpaBKe
MO YMOJTYaHUIO

7. Tlopsinox aeiicTBUIi IpH 00HAPYKEHUU BUPYCOB

7.1. OcHOBHBIMH TyTAMHU TNpoHHKHOBeHHs BupycoB B HWCII[IH sBastoTcs: mroObie
ChEMHbIE MaIIMHHBIE HOCUTENU HH(OPMAILINU, SIEKTPOHHBIC MOYTOBBIE COOOIIEHUS, TpaduK,
MOJIy4aeMbIii M3 CeTel OOIIEro MOJIb30BAaHUA U CETEH MEXIYHApOJHOT0 MH(POPMAIMOHHOTO
oOMeHa, paHee 3apakeHHbIe padoune CTaHIIMK U cepBepa.

7.2. B ciydae oOHapyKeHUS BUPYCOB MPH BXOJHOM KOHTPOJE CHEMHBIX MAIIMHHBIX
Hocutenel uHpopManuu, (ailoB HINM 3JIEKTPOHHBIX IOYTOBBIX COOOIIEHUH, IOJIb30BATEIh
JIOJIKEH:

— HEMEJJICHHO MPUOCTAaHOBHUTH Bce PabOTHI Ha CBOEH paboueit cTaHInu;

— Ccoo0muUTH OTBETCTBEHHOMY 32 oOecnieuenue 6ezonacuoctu [1/1n B UCII/IH o dakte
oOHapyXeHHs BUpPYCa;

— TIPUHSATH COTJIACOBAaHHBIE C OTBETCTBEHHBIM 3a obecriedenue Oe3omacHocTH [1/lH B
WUCTI[In Meppl TO JOKamM3alM M yIAleHUI0 BHpPyca C HCIOJb30BAHHEM
AHTUBUPYCHBIX CPEACTB.

7.3. Ilpm HEBO3MOXXHOCTH  JUKBUIAIWW  TIOCIEICTBUI  BHUPYCHOTO  3apaskeHUS
OTBETCTBEHHOMY 3a obecnieuenne 6ezonacuoctu [11n B UCIIJ] HeoOxomumo:

— coobmuTe o (akTe oOHapyX eHHs MPOrPaMMHBIX BHUPYCOB B OpraHU3alUIO,
OCYIIECCTBIIMIONIYI0  TEXHUYECKYIO MOJJEPKKY  DKCIUTyaTaIliH CPEICTB
AHTUBUPYCHOM 3aIIUTHI HH(OPMALINN;
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— 33apXMBHpOBATh  3apakeHHble  (aillbl W  HANpaBUTh C  MPHIOKECHHEM
COOTBETCTBYIOILETO COINPOBOUTEIIBHOTO JOKYMEHTa B OpraHu3aluIo,
OCYILECTBISIIOIYI0  TEXHUYECKYIO MONJEPKKY  DKCIUTyaTalluH CPEICTB
AHTUBHUPYCHOH 3aILUThl UHPOPMALIUH.

7.4. Tlpu nonyyeHuu WHGOpPMALMKA O BO3MOKHOM HAPYIICHUH JTMOO BBISBICHUM (hakTa
HapymeHus TpeboBaHuii Hacrosimeil WMHcTpykumm pabora Ha pabodell cTaHIMK JTAHHOTO
MOJI30BATENs HE3aMEIIUTEIbHO OJOKHUPYETCsS MO PEHICHUI0 OTBETCTBEHHOrO 3a o0ecredeHue
6ezonacunoctu [1/In B UCIT/IH.

7.5. ®axThl MOAU(DUKALMY U pa3pyLIEHUs JaHHBIX HA cepBepax WM pabouuX CTAHLUSAX,
3apakeHHe MX BUPYCAMH, a TAKKe OOHApPYXKEHHE APYIMX BPEIOHOCHBIX MPOrpaMM — BCE 3TO
OTHOCHUTCS K 3Ha4MMbIM HapylIeHUsM Oe30macHOCTH HHGOpMAlMU U JOJDKHBI  OBITh
IPOaHAJIM3UPOBAHbI IOCPEACTBOM IIPOBEACHUS CIIYKEOHOT0 pacciel0BaHuUs.

7.6. CmyxeOHoe paccieloBaHHE MPOBOIUTCS KOMHUCCHEW, Ha3HAuYaeMOH MPUKa30M
HupexropaYupexaenus. B cocraB koMuccum B 00s3aTENbHOM TOPSAKE BKJIKOYAETCS
anmuauctpatop WCIIJIH, oTBeTcTBeHHBIH 3a obOecrmeuyeHue Oe3omacHoctu [1/1n B WCII/H,
HETIOCPEACTBEHHBI PYKOBOAMTENb PaOOTHWKA, IomycTuBliero (akr kommpomeranuu. [lpu
HEO0OXOUMOCTH B COCTaB KOMUCCUH MOT'YT BKJIIOUAThCsI IpYrre paOOTHUKU.

7.7. Pe3ynpraTsl paboThl KOMUCCUU O(DOPMIISIOTCS aKTOM. AKT HOJUIEKHUT YTBEPHKICHUIO
JupekropaYupexaeHus.

7.8. B mponecce paboThl KOMHCCUU 00sI3aTEIBHBIMU JUI YCTAHOBJICHHUS SBIISIFOTCSA:

— Jara u BpeMs 3apaxeHus (0OHapyKEHUs 3apakeHus);

— O®UO, nomKHOCTh U NOJpa3AeieHUue pabOTHUKA, TEXHUUYECKOE CPEICTBO KOTOPOIO
3apak€HO BUPYCHOM ITPOTrPaMMOi;

— YpPOBEHb KPUTUYHOCTHU 3apPA’KEHUS;

— 00CTOATENBCTBA, CIIOCOOCTBOBABILNE 3aPAXKEHUIO;

— uHGOPMaILMOHHBIE PECYPCHI, 3aTPOHYTHIE 3aPAKEHUEM;

— XapakTep U pa3Mep peaibHOTO U MOTEHIMAIBLHOTO yiepoa.

7.9. B xopxe cBoeii pabOTBI KOMUCCHS MOXKET 3alpaiinBaTh O0BICHUTEIBHBIC 3aIUCKA OT
pabOTHUKOB, TOAO03PEBAEMBIX B BHHOBHOCTU 3apakeHus (IIyTeéM HUCBMEHHOrO 3alpoca HX
HEMOCPEACTBEHHBIM pyKoBoAUTENsIM). OObsICHUTENbHAS 3alMCKa JOJDKHA OBbITh MpECTaBIeHA
KOMHCCUU B TedeHue 3 (Tpex) pabouux JHEeH ¢ MOMEeHTa NOCTYIUIeHUs 3anpoca. B ciyuae oTkaza
IPEOCTaBUTh OOBSICHUTENIBHYIO 3aIUCKY, JAHHBINH (DaKT OTpaXkaeTcsl B aKTe.

7.10. VYHHUTOXEHHME MaTepHajoB paccieoBaHUS (PAKTOB 3apa)K€HHUs OCYILECTBISIETCS B
COOTBETCTBUU C YCTAHOBJICHHBIMU TPEOOBAHUSIMHU I10 JI€JIONPOU3BOJICTBY U HOMEHKIATYPOH J1e.

8. OTBeTCTBEHHOCTH

8.1. Tlomp3oBatenm u OTBEeTCTBEHHBIH 3a oOecrneuenue Oe3omacHoct [1JJn B UCITI/IH
HECYT OTBETCTBEHHOCTb 3@ HEHAJUIC)KAlllee WCIOJHEHUE WM HEWCIIOJIHEHUE CBOUX
o0si3aHHOCTEH, TpeaycMOTpeHHBIX Hacrosimedl MHcTpykuuei, B mpejaenax, ONpeleleHHBIX
JeMCTBYIOIMM 3aKoHoJaTeabcTBOM Poccuiickoit Denepaunu. 3a HecoOmoieHHe TpeOoBaHUN
3akoHomarenscTBa  Poccuiickoit  denepanuu  IpenyCMOTpEHAa TpakJaHCKas, YroOJIOBHAsd,
aIMUHUCTPATUBHAS, TUCLIUIIIINHAPHAS OTBETCTBEHHOCTD.
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[Ipunoxenue Ne6

K nnpukazy O npuHITHH
OpraHU3aIMOHHBIX Mep 110
obecrnieueHnI0 0€30MacHOCTH
MePCOHAIIbHBIX IAHHBIX B
WH(OPMAIIMOHHBIX CHCTEMaX
MBJIOY Hdetrckuii cag Ne5 «MabIi»

or« 31 » 01_ 2022r.Ne 9

NHCTPYKLIUA
10 OPraHU3alMHU Pe3epPBUPOBAHNS U BOCCTAHOBJIEHUS PA60TOCIOCOOHOCTH TEXHUYECKHUX
CpeACTB M MPOrPAMMHOI0 odecriedeHnsl, 0a3 JaHHBIX U CPEACTB 3alIUThHI HH(POPMALIHHU
B HH(OPMANMOHHBIX CHCTEMAX MEPCOHATBHBIX TJAHHBIX
MBJOY erckuii cax NoS «Manbliny

1. TepMuHBI U onpeaesIeHUsI

1.1. ABToMaTH3UpOBaHHOE pabodyee MECTO — MPOrPAMMHO-TEXHHYECKUNH KOMILIEKC,
IpeHa3HaYeHHBIN I aBTOMATU3allUU JeSTeIbHOCTH ONPEIEIIEHHOTO BU/IA.

1.2. UndpopmannoHHas cuctemMa nepcoHalbHbIX JAHHBIX — COBOKYITHOCTh COAEPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHAJBHBIX JTAHHBIX U O0ECIEUMBAIOIINX UX 00pabOTKY MH(DOPMALIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPENCTB.

1.3. O6paboTka TeEpCOHANBHBIX JaHHBIX — JI000e JeHCTBHE (Omeparus) WIH
COBOKYIHOCTb  JIeHCTBMI  (omepaumii), COBEpIIAEMbIX C  MCIIOJB30BAaHHEM  CPENCTB
aBTOMAaTHU3alMK WK 0€3 MCIONb30BaHUSI TAKUX CPEJICTB C MMEPCOHATBHBIMU JIaHHBIMH, BKIIOUAs
cOop, 3amuch, CUCTEMATU3aIUI0, HAKOIUIEHUE, XpaHEHUe, YTOUHEeHUe (0OHOBIIEHUE, U3MEHEHHE),
U3BJIICUCHHE, MHCIOJIb30BaHKUE, Iepefady (paclpoCcTpaHEHHe, IPeJOCTaBIECHUE, JOCTYI),
o0e3nnuuBaHue, OJOKMPOBAaHUE, yIAIIEHUE, YHUUTOXKEHUE MTEPCOHAIBHBIX JaHHBIX.

1.4. KondunenuuanbHOCTh MHGOpMaLUU — 00s3aTENIbHOE JJIsi BBITOJHEHUS JIUIOM,
HOJYYMBIIUM JOCTYH K OIpelesieHHOW HH(popMmanuu, TpeOoBaHHWE HE MepeaaBaTh TaKyko
nH(pOpMaLIMIO TPETHUM JIHIaM 0e3 coriacus ee o0aanaTens.

1.5. IlepconanbHble naHHbIE — Jr00as WHGOpMAlMsA, OTHOCSMIASCS K MPSIMO WM
KOCBEHHO ONPEJECICHHOMY WM ONpeaensieMoMy puzndeckoMy JUIy (CyOBeKTY MepcoHaIbHBIX
JAHHBIX ).

1.6. [Tonw3oBarens WHPOPMAITMOHHOW CHUCTEMBI TEPCOHANBHBIX ITaHHBIX — Pa0OTHHUK,
OCYILIECTBIISIONIMI  00pabOTKY TIEpCOHANBHBIX JaHHBIX B WHGOPMALIMOHHON cucTeMe
MEPCOHAIBHBIX JaHHbBIX.

1.7. CpenctBo aHTUBHUPYCHOM 3allUTBl — MPOrpaMMHOE CPEACTBO, peaIHu3yloliee
GyHKIIMM OOHApPYKEHUSI KOMITBIOTEPHBIX MPOrpamMM JHMO0 MHON KOMIIbIOTEpHOW MH(opMaiuu,
npeJHa3HAYeHHBIX JJI1 HECAHKIIMOHUPOBAHHOTO YHUYTOKEHUs, OJIOKUPOBAHUS, MOIU(DUKAIIUH,
KONUPOBAaHUS KOMIBIOTEpHON MHOpManuu wWiIM  HEUTpanu3aluu  CPEJICTB  3aIIUTHI
uHpOpMaLINK, a TAK)Ke pearnpoBaHusl Ha 0OHApyKEHUE ITUX MPOrpaMM U UH(OPMAIIHH.
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1.8. CpenctBo 3ammthl MH(GOpPMAIMM — MpOrpaMMHOE OOecredeHue, MPOrpaMMHO-
ammapaTHoe — oOecnedeHue, —ammapatHoe — oOecriedyeHHe, BEIIECTBO  HMJIM  MaTrepual,
npeJHa3HaYCHHbIE W UCTIONb3YEMbIE JUTSl 3aIUThl HH(OpMAIUH.

2. OO0mme moJIoKEeHNA

2.1. Hacrosmas WHCTpyKIUs 1O OpraHU3allMM pPE3epPBUPOBAHUS M BOCCTAHOBJICHUS
paboTOCIIOCOOHOCTH TEXHUYECKUX CPEACTB M IPOrpaMMHOro obecreueHus, 0a3 IaHHBIX HU
CPEeACTB 3aIUTHl HHPOPMALIUU B HH(OPMAIIMOHHBIX CHUCTEMAaxX NEepCOHANBHBIX JaHHbIX MB/IOY
Herckmii cag Ne5 «Manbim»  (nanee — MHCTpyKIUS) yCTaHABIMBAET OCHOBHBIE TPeOOBaHUS K
OpraHM3alH PE3EpPBHOIO KONMPOBaHUs (BOCCTAHOBJIEHMSI) IPOTPAMM U JIaHHBIX, XPAaHALIUXCS B
0a3ax JaHHBIX MH(POPMAIIMOHHBIX CHCTEM MepcoHanbHbIX naHHbIX (manee — UCII[OH) MBOY
Herckuii cag NeS «Mansim» (nanee — YupexaeHue), a TAkKe K pe3epBUPOBAHUIO allllapaTHBIX
CPEJICTB.

2.2. Hacrosmas MHcTpykuus pa3paboTaHa ¢ Lenbio:

— ompejeNeHHs KaTeropuu uHpopMalnuy, HoJuiexanieil 00s3aTeIbHOMY pPe3epBHOMY
KOIIMPOBAHUIO;

— OIpeneneHus NpoUEeNypbl  pE3epBUPOBAHMSA  JAHHBIX  JUIS  IMOCIEAYIOLIETO
BoccTaHoBjeHus paborocrnocooHoctr UCII/H npu noiaHON UM 4acTUYHOM motepe
UH(POpPMAaIH, BBI3BAHHOW COOSMHU WIJIM OTKAa3aMU anlapaTHOTO MM IPOTPaMMHOTO
o0ecrieyeHus, OIIMOKaMM I10JIb30BaTeNeH, Ype3BbIYallHBIMU OOCTOATENILCTBAMU
(moxapom, CTUXUMHBIMU OECTBUSIMU U T.11.);

— OompeeNeHHs NOpsJKa BOCCTAaHOBJIEHUS HMH(OpManUM B ciyyae BO3HHUKHOBEHUS
TaKoi He00X0AUMOCTH;

—  YHopsJoueHusi paboTbl U ONpPENENEHHUs OTBETCTBEHHOCTHU JOJKHOCTHBIX JIMIL,
CBSI3aHHOM C pe3epBHBIM KOIMPOBAHUEM U BOCCTAHOBJIEHUEM MH(OPMALIUU.

2.3. eiictBue Hacrosmed WMHCTpyKIMM pacrnpocTpaHseTcss Ha BceX IOJIb3oBaTeneit
UCTIIx Yupexnenus, a Tak)ke Ha OCHOBHBIE CHCTEMbI 00€CIIedeHHsI HEMPEPHIBHOCTH pabOTHI U
BOCCTAHOBJIEHMSI PECYPCOB IIPH BO3HUKHOBEHUH aBAPUIHBIX CUTYAllHii, B TOM YUCIIE:

—  CHCTEMBbI JKU3HEeOoOecIeueHusl TEXHUYECKUX CPEJICTB;

—  CHCTeMbI 00ecrieueHusl 0TKa30yCTOMYUBOCTH;

—  CHCTEMBbI pE€3epBHOI0 KOMMMPOBAHUS U XPAHEHUS JaHHbBIX.

2.4. Tlox pe3epBHBIM KOMHMPOBaHWEM MH(POPMAIIMU MOHUMAETCS CO3/IaHUE M30BITOYHBIX
KOMMH 3amuiiaeMod MHQOpManmuu B 3JEKTPOHHOM BHUAE JUIsI OBICTPOrO BOCCTAHOBIIEHUS
paborocniocooHoctu VCII/IH B ciiyuae BO3HMKHOBEHHUS aBapUMHON CHUTYyallH, MOBJIEKIIEH 3a
co00i IOBPEKICHNE UIIU YTPATy AaHHBIX.

2.5. Pe3epBHOMY KOMHUPOBAaHHIO TMOJUICKHUT HWHPOPMAIUS CIEIYIOIUX OCHOBHBIX
KaTeropum:

— wuHbopmMmanus, odpabaTsiBaeMasi noas3oBarensiMu B UCIIJIH, a Taxke nHpopmanus,
HeoOXxoauMmasi JUIsi BoccTaHoBieHUst pabortocnocodbnoctn MCIT[H, B T.4. cuctem
ynpasieHus 6a3zamu nanHbIX (nanee — CYB/]) oOmiero nmoiap30BaHUS U CIPABOYHO-
UH(POPMALIMOHHBIX CHCTEM OOLIEr0 NCIIOIb30BAHMUS;

— pabouue KOMHHM YCTAHOBOYHBIX KOMIIOHEHTOB MPOTPaMMHOI0 oOecredeHus 001ero
Ha3HA4YeHHUs] M CHEeNHMATU3UPOBAHHOIO MPOTPAMMHOIO OOECHEeUYeHUs CEpPBEPOB U
pabounx CTaHIIHIA;

— wuHbopManus, HeoOXouMas JUisl BOCCTAHOBJICHHSI CEPBEPOB U CHCTEM YIIPaBJICHUS
O6azamu  gaHHbIXx  MCIIJIH, 7OKambHOW  BBEIYUCIUTEILHOW CETH, CHCTEMBI
AIIEKTPOHHOT'0 IOKYMEHTO000pOTa;

—  peructpanuoHHas HH(OPMaLKs CUCTEM 3aIIUTHI HHPOPMAIIHH;

— gpyras uHpopmanus HWCII[xH, mo MHEHHWIO MOJb30BaTENeH, aAMHUHUCTPATOPOB
NCTI/In 1 oTBeTcTBEHHOIO 3a obOecreyeHne 0e30MacHOCTH MEPCOHAIbHBIX JaHHBIX
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(manee — IIJQn) B WCII[dH, sBastomasics KPUTHYHOM Miisi pabOTOCIOCOOHOCTH
NCITAH.

2.6. Hacrosimass WHCTpykumsi SBISIETCS MOTOTHEHUEM K JCHCTBYIOIIUM JIOKAIBHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHHM [OKYMEHTaM) IO BoIpocaMm obecrieueHus 0e30MacHOCTU
CBeJICHWI KOH(HIEHIIMAILHOTO XapakTepa, B ToM umcie u [IJ[H, W He WUCKIIOYaeT
0053aTeNTbHOTO BBIMIOJIHEHUS UX TPEOOBaHMUIA.

3. OO0mme TpeGOBaHUS K pe3ePBHOMY KOINIMPOBAHUIO

3.1. B MHcTpykuuu pe3epBHOro KOIMUPOBAHUS OMMUCHIBAIOTCS ACUCTBUS MPH BHIIOIHEHUU
CIIEYIOLIUX MEPONIPUATUN:

— pe3epBHOE KONHUPOBAaHHME C YKa3aHUEM KOHKPETHBIX pE3epPBUPYEMBIX [aHHBIX U
anrmapaTHbIX CPeACTB (B CIy4ae HEOOXOIUMOCTH);

—  KOHTpOJIb PE3EPBHOI0 KOIIMPOBAHUS;

—  XpaHEHHE Pe3epBHBIX KOIUH;

—  TIOJIHOE WJIM YaCTUYHOE BOCCTAHOBJICHUE IAaHHBIX.

3.2. ApXHBHOE KONHMPOBAaHUE pe3epBUPYEMOIl HH(pOpMALUU POU3BOAUTCS MPH MOMOILHU
CHENHMATU3UPOBAHHBIX MPOTPaMMHO-aNNApaTHBIX CHUCTEM pe3epBHOTO KomupoBaHus. Cucrema
PE3epBHOIO0 KONHUPOBAaHUS JOJKHA O0O0ECHEeUUTh IPOU3BOAUTENBHOCTb, JIOCTATOYHYIO IS
COXpaHEHMs] HMH(OpMAlMM, YKa3aHHOM B M. 2.5, B YCTaHOBJIEHHBIE CPOKM U C 3aJaHHOU
HNEPUOTUYHOCTBIO.

3.3. TpeboBaHUS K TEXHHYECKOMY 00ECIICUCHHIO CHUCTEM PE3EPBHOTO KOMTUPOBAHHUS:

— KOMIUIEKC B3aUMOCBSI3aHHBIX TEXHMUYECKUX CPEJICTB Ha €IMHOW TEXHOJIOTMYECKOM
miaTdopme, 00ecIeunBarOIIMX MpoIecchl coopa, mepeaadn, oOpadOTKH U XpaHEHUS
uHpOpMaLNH;

— HMeeT BO3MOXHOCTb pACHIMPEHMs (3aMEHbI) COCTaBa TEXHMYECKUX CPEJCTB,
BXOJSIIMX B KOMIUIEKC, Ui YIAyYIIEHUS MX SKCIUIyaTallMOHHO-TEXHUYECKUX
XapaKTePUCTHK IO MEpe BO3pacTaHusi 00beMOB 00pabaTeiBaeMOi MHGOPMAITUY;

— obecrnieuynBaeT BHINOJIHEHUE (DYHKIUH, epeYrCIeHHbIX B 1. 3.1.

3.4. TpeboBaHUs K IPOrpaMMHOMY O0ECIIEUCHHUIO CUCTEM PE3EPBHOIO KOMMMPOBAHUS:

— JMICH3WOHHOE CHUCTEeMHOE MporpaMMHOEe  oOecriedeHne ¥ MPOrpaMMHOE
o0ecrieyeHne pe3epBHOr0 KOMMPOBAHUS;

— TporpaMMHOE o00ecredyeHHe pEe3epPBHOTO KOMUPOBAHHUS OOECIIEYMBAET MPOCTOTY
nporecca HHCTALISIIAN, KOHQUTYPUPOBAHUS M COTIPOBOXKICHHSL.

3.5. XpaHeHue OTAEIbHBIX MAarHUTHBIX HOCHUTENEW apXMBHBIX KONUH OpraHusyercs B
OTIeNbHOM XpaHuiuine. PU3ndeckuid JOCTYN K apXUBHBIM KOTIHSIM CTPOTO OTPAHUYECH.

3.6. Jloctym K HOCHUTENSM apXUBHBIX KOMUI MMEIOT TOJBKO YIOJHOMOYEHHBIE
pabOTHHKH, KOTOPBIE HECYT TIEPCOHANBHYIO OTBETCTBEHHOCTD 32 COXPAaHHOCTh apXHUBHBIX KOTHHA
¥ HEBO3MOKHOCTh O3HAKOMJIEHUS ¢ HUMH JIMII, HE UMEIOIINX Ha TO TOJTHOMOYHH.

3.7.  YHHUUYTOXEHHE OTIEINSIEMBbIX MATHUTHBIX HOCUTEJIEH apXUBHBIX KOMHUI MPOU3BOAUTCS
YCTQHOBJICHHBIM TOPSAJKOM B CIy4ae NPUXOJa UX B HETOJHOCTb WJIM 3aMEHbI THUIIA HOCUTENS C
00s13aTEIEHBIM COCTABIIEHUEM aKTa 00 YHHUTOXCHHU.

4.  OTBeTCTBEHHOCTH 32 COCTOSIHUE Pe3ePBHOI0 KOMMPOBAHUS

4.1. OTBeTCTBEHHOCTbH 32 KOHTPOJIb HAJl CBOEBPEMEHHBIM OCYIIIECTBIEHUEM PE3EPBHOIO
KOIMMPOBAHUS U COOJIIOJIEHMEM COOTBETCTBYIOIIEH WHCTpyKIMM, a TakXe 3a BBIIOJHEHHEM
TpeOOBaHUI MO XpPaHEHHIO APXMBHBIX KOMUNH M MPEAOTBPAILEHUIO HECAHKIMOHUPOBAHHOIO
JIOCTyTa K HUM BO3JIaraeTcst Ha OTBETCTBEHHOTO 3a obecniedenue 6e3zonacHoctH [1/1n B UCITH
u anmunuctparopoB UCII/Ix.

4.2. B cnyuyae oOHapyXeHHUs MOIBITOK HECAHKIIMOHMPOBAHHOTO JOCTYMAa K HOCUTEINSM
apxXuMBHOM wHHpOpManMK, a TakKe HHBIX HapyHIeHUsIX HH(POPMAIMOHHON Oe30macHOCTH,
IOPOM3OLIEAIIMX B TPOIECCE PE3epPBHOIO KOMHPOBAHHUSA, COOOIIAETCS OTBETCTBEHHOMY 32
obecnieuenue Oe3omacHoctu I[1[In B UCII/IH B Teuenue pabouero AHsS mociie OOHapy>KeHUs
YKa3aHHOT'O COOBITHSL.
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5. Ilepnoaun4HOCTH Pe3epPBHOI0 KONMMPOBAHUS
5.1. PesepBHOE KOMMPOBAHHWE CHEIUATUZUPOBAHHOTO TMPOTPAMMHOTO OOCCTICUCHHS
MPOU3BOJIUTCS TPH €ro IMOJXy4eHHH (€CIM OSTO NPEIyCMOTPEHO HWHCTPYKIHEH 1O €ero
IPUMECHCHHUIO W HE TMPOTHBOPEYHUT YCIOBHUSAM €ro pacHpoOCTPaHEHHUs), a TaKXKe IPH €ro
OOHOBJICHUU Y TIOJYYSHUH MCIIPABICHHBIX U OOHOBIIEHHBIX BEPCHIA.
5.2. Pe3epBHOE KOMMPOBAaHUE OTKPHITOW MH(OPMAIIMH JIEIaeTCsS HE MO3JIHEE YeM depes
CYTKH IIOCJIC €€ N3MEHEHUS, HO HE PEXKEe OJHOTO pa3a B MECHIIL.
5.3. Huadopmamus, coxepxkamascsi B IOCTOSHHO HW3MEHsEMbIX 0a3ax JIaHHBIX,
COXpAaHSIETCS B COOTBETCTBUU CO CICAYIOIINM IPpaQuKOM:
—  C©KEIHEBHO IMPOBOJUTCS KOMHPOBAHUEC M3MEHCHHOW W JOMOJHEHHOW HMH(OpMaIUu
(HOCUTEN! C eXKeTHEBHOW MH(MOpMaIIME JOIKHBI XPAHUTHCS B TEUCHUE HEJICTH ),
—  ©KCEHEJCIIbHO MPOBOAMTCS PE3ePBHOC KOITUPOBAHUE BCel 0a3bl JaHHBIX (HOCHUTEIH C
€KCHE/ICTIbHBIMU KOTIMSMH XPAHITCS B TCUCHHE MECSIIA);
€XKEeMECSYHO TPOU3BOJUTCS PE3EPBHOEC KONMMPOBAHUE HA CIEIUAIBLHO BBIICICHHBIA HOCHUTEIH
JUTMTEILHOTO XpaHEHHUs, HH(POPMAIUsI Ha KOTOPOM XPAHHUTCS MTOCTOSHHO.
5.4. He pexxe omHOTO paza B ToJ HA HOCUTEIW JUTUTSIBHOTO XPAHCHHS 3aIMCHIBACTCS
uH(pOpMaIlKs, HE OTHOCSIIAACS K IIOCTOSHHO H3MEHsSEeMbIM 0a3aM JaHHBIX (IPUKa3bl,
pacTOpsIKCHHSI, OTKPBITBIC U3IAHUS U T.]I.

6. BoccraHoBjieHHe HH(OPMAIIMHU U3 Pe3ePBHBIX KOMUM

6.1. B cmyuae HEOOXOIMMOCTH, BOCCTAHOBJIICHHE JAaHHBIX W3 PE3EPBHBIX KOIUH
HPOU3BOANUTCS OTBETCTBEHHBIMU PAOOTHUKAMH.

6.2. BoccraHoBieHWEe MAaHHBIX W3 PE3EPBHBIX KOMHH TPOUCXOAMT B ClIydae ee
WCUYC3HOBCHMSI WM HApyLICHUS BCJICACTBHE HECAHKIMOHUPOBAHHOIO JIOCTYIIa B CHCTEMY,
BO3/ICHCTBUS BHPYCOB, MPOTPAMMHBIX OIIHOOK, OIIMOOK paOOTHUKOB M aNlapaTHBIX COOEB.

6.3. BoccraHOBIEHHE CHCTEMHOTO IPOTPAMMHOIO OOECHEUCHHS W IMPOrPAMMHOTO
obecrieyeHnss 0OLIET0 HAa3HAYCHHS MPOU3BOAUTCS C WX HOCHUTEIEH B COOTBETCTBHH C
UHCTPYKLHUSAMH IPOU3BOAUTEIIS.

6.4. BoccranoBienue CTIEIMATM3UPOBAHHOTO IPOTPaMMHOTO obecrieueHns
IPOU3BOUTCS C JUCTPUOYTUBHBIX HOCHUTENIEH MM UX PE3EPBHBIX KOMUH B COOTBETCTBUM C
WHCTPYKIUSMH 110 YCTAHOBKE MJIM BOCCTAHOBJICHUIO TAaHHOTO TIPOTPAMMHOTO 00ECTICYSHHS.

6.5. BoccranoBnenue nHdopMmalyy, He OTHOCALIECHCS K OCTOSHHO M3MEHSEMbIM 0a3am
JAHHBIX, TPOU3BOAMTCS C PE3EPBHBIX HOCHUTENeH. [Ipum 3TOM MCHOIB3yeTcsl MOCIHEeNHss KOMHS
UHpOpMaLIUH.

6.6. Ilpm dacTHUYHOM HapyIIEHWH WM HMCUE3HOBEHWHM 3amuceld 0a3 JTaHHBIX
BOCCTaHOBJICHHE MPOM3BOJIUTCS C MOCJeIHEeH HeHapyllIeHHOH exxenHeBHOW konuu. [TomHOCTBIO
uH(popMalsg BOCCTAaHABIMBAETCS C TOCIEAHEW €XEHEAENbHOM KOMMM, KOTopas 3aTeM
JIOTIOJTHSETCS €KEJHEBHBIMY YaCTUYHBIMU PE3EPBHBIMU KOTIHSMHU.
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[Tpunoxenue No7

K npukazy O OpHHITHH
OpTraHU3aIMOHHBIX Mep 1o
obecneueHnio 0€30IMacHOCTH
MEePCOHAITBHBIX JTAHHBIX B
MH(OPMALMOHHBIX CHCTEMaX
MBJOY Herckuii cam No5 «Mabii

or« 31 » 01_ 2022r.Ne 9

MNOPAJOK
o0panieHusi 0 CbeMHbIMU MAIIMHHBIMUA HOCUTEISIMU NEPCOHAJTBHBIX JAHHBIX
B MBJIOVY Jlerckuii cag NoS «Manbiiny

1. TepMuHBI U onIpeeIeHNsI

NudopmannonHas cucrema MnepcoHaIbHBIX JAHHBIX — COBOKYIHOCTBH COAEPIKAIIUXCS B
0a3ax JaHHBIX MEPCOHAIBHBIX TAHHBIX M O00ECIICYMBAIOIINX MX 00pabOTKy MH(DOPMAIIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPEJICTB;

CpeMHBII MalIMHHBIA HOCUTENIb IEPCOHAIbHBIX JaHHBIX — CMEHHBIA HOCHUTEINb
MEPCOHANIbHBIX JAHHBIX, NPEIHA3HAYEHHBIN JJI 3aMCH U CUMTHIBAHUS NIEPCOHAIBHBIX JTAHHBIX,
IIPEJICTaBJICHHBIX B CTAaHAAPTHBIX KOJaX;

O0paboTka mepcoHANBHBIX JaHHBIX — JII000e AeicTBHE (Omepalus) UM COBOKYITHOCTh
neiicTBUil (omepaiuii), COBEpIIAEMbIX C HCIOIb30BAaHUEM CPEICTB aBTOMATHU3allMM WU 0e3
UCTOJIb30BaHUSl TaKUX CPEACTB C IEPCOHAIBHBIMU JIaHHBIMH, BKJIIOYas cOOp, 3amucCh,
CHCTEMaTH3aIiI0, HAKOTJICHUE, XpaHeHue, yTouHeHue (0OHOBIIEHUE, U3MEHEHNUE), U3BJICUEHHUE,
UCIOJIb30BaHUE, Tepenady (paclnpocTpaHeHHe, NpPeAOCTaBICHHE, AOCTYM), O0e3IHMYMBaHUE,
0JIOKMpOBaHUE, YAIIEHUE, YHUUTOXKEHHUE NTEPCOHATIbHBIX TaHHBIX;

IlepconanbHble naHHbIE — JI00ast MH(pOpMAIMs, OTHOCALIAsICS K MPSIMO MIM KOCBEHHO
OTpeIeIEHHOMY WIH onpeensieMoMy (GrU3nueckoMy JHILY (CyObEeKTY MepCOHAIbHBIX JTaHHBIX);

CpenctBo 3amuTbl  MHPOpPMALMKM — TPOrpaMMHOE oOecreueHue, IMpOorpaMMHO-
anmapatHoe  oOecliedeHue, anmapaTHoe  o0ecredyeHue, BeleCTBO WM  Marepual,
NpeJHa3HAYCHHOE UM UCTIOIb3yeMOe IS 3aIlUThl HHPOPMALIUH.

2. O01mmMe moJI0KeHu

2.1. Hacrosmumii Ilopsgok oOpamieHuss €O ChEMHBIMH MAIIMHHBIMH  HOCHTEIISIMH
nepcoHanbHbIX AaHHBIX B MBJIOY Jlerckmit cag NoS5 «Manbiin» (manee — Ilopsamox),
pa3paboTaH B COOTBETCTBUM C 3aKOHOJaTelnbcTBOM Poccuiickoit denepannn o nepcoHalIbHBIX
naHHbIX (manee — [1JIH) U1 HOPMATUBHO-METOIUYECKUMH JOKYMEHTaMH (eAepatbHBIX OPraHOB
WCIIOTHUTENIbHOW BiacTH 10 Bompocam ©Oe3omacHoctr [I/lH mpum wux o0paboTke B
WH(OPMAILIMOHHBIX CHCTEMaX MePCOHANbHBIX TaHHBIX (Hanee — UCII/IH).

2.2. Hacrosmmii [Topsiiok onpeaenser:

— IlpaBuna oOpamieHus: cO CheMHBIMU MAIIMHHBIMU HOCUTENSIMUA UH(GOpPMAIUHU, B TOM
yucie u [1/Jn (nanee — CMHN);
— Ilopsaok opranuzauuu yueta CMHU;
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— nopsaok yHuuroxxenns CMHU.

2.3. Ilon CMHUN B Hacrosmem Ilopsake TMOHUMAIOTCS —CIEAYIONIME HOCHTEIN

uHpOpMaLUu:
— ontudeckue aucku (CD, DVD) ogHOKpaTHOM U MHOTOKPATHOW 3aIHCH;
—  DJIEKTPOHHBIE HaKOMUTENH HHOpMaLUHU (PIdLI-TAMSTh, ChEMHbIE )KECTKHE JTUCKH );
—  UWHbIe HOCUTEIH UH(OpMALIUH.

2.4. TpeboBanus Hacrosimero Ilopsnka sBIAIOTCS 00S3aTENBHBIMU JIJIS1 MCIOJIHEHUS
Bcemu pabotHukamu MBJIOY [lerckuit cag NeS «Manbimy» — (mamee — YupexiaeHue),
WCITONIB3YIONTUMU B cBoe pabore CMHU.

2.5. Bce paborauku Yupexnenus, ucnonssytomre CMHU, nomkHbI OBITh 03HAKOMIICHBI
¢ TpeboBaHuAMHU HacTosuM [lopsiakom moja pocnucsk.

2.6. Hacrosmmii Ilopsmok sBisieTcss IOMOJHEHHEM K JCHCTBYIOIIUM JIOKAJIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BolpocaMm oOecredeHusi 0e30MacHOCTH
CBeJICHWI KOH(HIECHIIMAIILHOTO XapakTepa, B ToM umcie u [IJ[H, W He W}CKIIOYaeT
0053aTeNFHOTO BBIMIOJIHEHUS UX TPEOOBaHMIA.

3. IlpaBuia o0pameHus co CbeMHbIMH MAINMHHBIMH HOCUTEJISIMU MEPCOHATbHBIX
AAHHBIX
3.1. Oo6pamenane co CMHUM nomKHO OCYIIECTBISETCS TaKAM 00pa3oM, YTOOBI
MCKJIIOYAJINCh UX yTpaTa, 10pYa U HECAHKIIMOHUPOBAHHBIM JOCTYIl K HUM ITIOCTOPOHHUX JIULI.
3.2. Tlpu obpamennu co CMHU, BBIMONMHSAIOTCS CIIEAYIOIINE OCHOBHBIE ITPABHJIA!

— CMHM! yunThIBalOTCS M BBIIAKOTCS MOl POCIIUCH;

— CMHHM, cpok 3KciulyaTallud KOTOPBIX MCTEK, YHMUYTOXKAIOTCS B YCTaHOBJIEHHOM
HIOPSIIKE;

— gaa BeiHoca CMHMUM 3a mpenensl KOHTPOJIMPYEMOM 30HBI, 3allpallliBaeTCs
crienManibHOE pa3pelleHue y OTBETCTBEHHOro 3a obecneuenue 6e3onacHoctu I1/1H B
UCTI [ (nanee — OTBeTCTBEHHBIN), a haKT BbIHOCA (UKCUPYETCS;

— mnpaso Ha nepemenienne CMHMU 3a npezenbl KOHTPOIUPYEMOM 30HbI, UMEIOT TOJIBKO
T€ JIMIA, KOTOPHIM OHO HEOOXOAMMO JUIsl BBINOJHEHUS CBOUX JOJDKHOCTHBIX
o0s3aHHOCTEH (PyHKINN);

— Bce CMHUM gnomksbl Xpanurcs B ceidax (Mertammueckux —Imkadax),
000pYyJIOBaHHBIX BHYTPEHHUMHU 3aMKaMH C JIByMs WM Ooiiee TyOnuKaTaMu Kitouyen
U TPUCIOCOOJIEHHBIMM [UIsl ONEYaThIBAaHUS 3aMOYHBIX CKBAKMH WM KOJIOBBIMH
3aMKaMH;

— ponyckaerca xpaHenne CMHUM BHe ceilipoB (MeTasmmueckux mkadoB) MOpu
ycinoBusix  yHuUuTtokeHus (ctupanusi) IIJlH u  ocrarouHoil  uHOpManuu
(uH(pOpMaIMK, KOTOPYI0 MOXHO BOCCTAHOBUTH IIOCJIE YAAJIEHHUS C MOMOILBIO
HEIITaTHBIX CPEACTB U METO/OB) C MCIOJIb30BAaHUEM CPEJICTB CTHPAHUS JAHHBIX U
ocTaTO4YHOIl MH(popManuu, aM00 eclii Ha CheMHOM MamMHHOM Hocutene I1/IH
xpaHarca Toibko II/lH B 3amm@poBaHHOM BHJE C HCIOJIb30BAaHUEM CPEACTB
KpUnTorpadguueckon 3amuTel HHPOPMALIUH.

3.3. CMHMU nomkeH MCHONB30BaThCSA, HE 0oJiee CpPOKA IKCIUTyaTalllH, YCTAHOBICHHOTO
M3TOTOBUTENIEM MaTEPUAILHOTO HOCUTEIIS.

4. Tlopsinok XpaHeHHs U y4eTa CbeMHBbIX MALIMHHBIX HOCUTeJIeil NepCOHATbHBIX JaHHBIX

4.1. CMHMU, nomxHbI UMETh CIIEIUATBHYIO MAapKHUPOBKY. THUIl MapKUPOBKH BHIOMpAETCs
OTBETCTBEHHBIM.

4.2. Bce Haxonmsmmecs Ha xpaHenun u B oOpamennn CMHU  yuutsiBaroTCs
OtBeTcTBEHHBIM B «OKypHase ydyera CbeMHBIX MAIIMHHBIX HOCUTENEHN MEPCOHANBHBIX JaHHBIX B
MBJOY J[erckuii cax NeS «Manpiny» , ¢opma KoToporo ycraHosieHa B Ilpminoskenun 1 k
Hactosimemy [lopsaaxy.

4.3. B mHepabouee BpeMs U BpeMs OTCYTCTBUS HEOOXOIUMOCTH HCHOJIb30BAHUS
I[TTeCMHU nomxuel XpaHuThes B Xpanumumax CMHU.
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Ilepeueny xpanmnuiy omnpezaensercs B «OKypHalle ydeTa XpaHWIMIL HOCHUTENEH

nepcoHanbHbIX JaHHbIX B MBJIOVY Jlerckuit cag NoS «Maunbiin .

4.5.

[Tonb3oBarenu ans BeinonHeHUs padboT noayyaror CMHU y OtsercrBenHoro. Ilpu

MOJIyYEeHUHU [JEeNarTCs COOTBETCTBYHOIIME 3anmucu B «KypHanme ydyera ChE€MHBIX MalIMHHBIX
HocuTenen nepcoHanbHbIX AaHHBIX B MBJIOY [lerckuit cam NoS «Mambiimn .

5. HOpﬂIlOK YHUYUYTOKCHUA CHbEMHBIX MAIIIMHHBIX HOCHTeJei IMEePCOHAJBHBIX JAHHBIX

5.1.

5.2.

Yuauuroxxenue [1/[H mpon3BOAUTCS TONBKO B CIEIYIOIIMX CIIydasx:
obpabateiBacmbie [IJIH TmomJIe’)KaT YHUYTOKEHUIO JHOO OOC3TUUYMBAHUIO TIO
JNOCTIDKEHUHM 1eiei o0paloTkM WM B ciaydae yTpaTbl HEOOXOJUMOCTH B
JOCTHKEHUH 3TUX LIeJIeH, eClIi HHOE HE MPEelyCMOTPEHO (eepaibHbIM 3aKOHOM;
[Tla SIBISIFOTCS HE3aKOHHO IMOJIYYCHHBIMH WM HE SBISIOTCS HEOOXOTUMBIMU JUIS
3asBJICHHOM 1171 00paboTKH;

B cCllyyae BBISBJICHUS HempaBoMmepHou o0pabotku I[I/ln, ecnu oOecreyuThb
npaBoMepHOCTh 00padoTku I1/[H HeBO3MOXKHO;

B Ciydae JOCTIKeHus e oopadotku [1/1H;

B ciydae or3biBa cyOwekToMm IIJIH cormacus Ha obpabotky ero IIJIn u B ciydae,
ecy coxpanenwne [1/1a Oonee He TpedyeTcs s neneit oopadorku [1/1H.

CMHMU, npumieninie B HETOJHOCTh WM OTCIYXKUBIINE YCTaHOBJICHHBIN CPOK,

noaJIC)KaT YHU4YTOKCHHIO.

5.3.

VYunuroxenne CMHUM  ocymecTBiasercss KOMHCCHMEH 10 YHUYTOXXECHHIO,

Ha3Ha4YCeHHOU IIpuKa3oM [{upekropa YupexaeHus.

5.4.

5.5.

5.6.

[Tpu yanuroxxenun CMHU HeoOxoaumo:
yOenuThes B HeoOxoaumocTu ynuuroxenuss CMHU;
yOenuThcss B TOM, 4YTO YHHUYTOXKAIOTCS TOJBKO Ta WHGMOpManus, KOTOpas
NpeHa3HayeHa JJisl YHUUTOXKEHUS;
yanuToxkuth CMHU noaxoasiium crnocoboM, B COOTBETCTBHM C HACTOSIIUM
[TopsinkoM wunm crnocoOOM, yKa3aHHBIM B COOTBETCTBYIOIIEM TpPEeOOBaHUM WM
pacropsiANTEIbHOM JOKYMEHTE.

[Tpu yauuroxxenun CMHU npumeHsoTcst cieayronme crnocoOsbl:
u3MeNbYeHne B OymaropesaresibHOM (OyMaroyHHYTOXXMTENbHOM) MallMHEe — s
JIOKYMEHTOB, UCIIOJTHEHHBIX Ha Oymare;
THIATEIbHOE  BbIMapbiBaHWE (C  MPOBEPKOM  TIIATEIBHOCTH  BbIMApbIBAHUS)
uH(pOpMalluy, TOJUIekKAlled YHUYTOKEHUI0 — JJIsI COXPaHEHUsS BO3MOKHOCTH
00pabOTKM MHBIX JAHHBIX, 3aUKCUPOBAHHBIX B IOKYMEHTE;
U3MEIbYEHUE B CHEUMAIbHOW MYJIbTUPE3aTeNbHON (MYIbTHYHUUTOXKHUTEIBHOMN)
MallMHEe WIN (U3NYECKOe YHUUTOXKEHHE (pa3pylleHue) HocuTened uHpopManuu —
s CMHU Ha onTuyeckux AucKax;
¢uznueckoe ynuuroxenue yacrei CMHU — paspymienue unu cunbHas nedopmanus
— JUIsl HOcWTeled HHQpOpMAIMM Ha MECTKOM MarHUTHOM JAHCKe (YHUYTO)XEHUIO
MoJJIe)KaT BHYTPEHHUE IUCKM U MuKpocxembl); SSD-muckax, USB- u Flash-
HOCUTENSAX (YHHYTOXKEHHMIO MOAJIEKAT MOIYJIM U MHUKPOCXEMbI JIOJITOBPEMEHHOM
MaMsTH);
CTHpaHUE C IOMOIIbIO CEPTU(PHUIIMPOBAHHBIX CPEACTB YHHUUTOKEHUS HHPOPMAIIH —
JUISE 3amKcel B 6a3ax JaHHBIX U OTAEIbHBIX TOKYMEHTOB HA MAllIMHHOM HOCHUTEJIE.
I[lo pesynbraram yHuuroxeHuss CMHUM komuccuelt cocrtaBisiercss  «AKT

YHUYTOXKCHHA CHEMHBIX MAalIWMHHBIX HOCHUTEICH MNEPCOHATIBHBIX OJaHHBIX), (bopMa KOTOpOro
YCTaHOBJICHA B HpI/IJ'IO)KeHI/II/I 2K HaCTOAICMY HOpHIIKy.

6.1.
6.2.

6. OTBeTCTBEHHOCTH
OTtBeTcTBEHHBIM 32 XpaHeHue, yueT u Beiiaay CMHMU, sBasercst OTBETCTBEHHBI.
Bce pabGothuku VYupexnenus, ucnonsdytouiie CMHU un OTBeTcTBEHHBIH HeECyT

OTBCTCTBCHHOCTL 3a HCHAIJICKAIICC HCIIOJIHCHHUEC HWJIM HCHCIIOJHCHHUC CBOUX O6$I38.HHOCT€I71,
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MNpeaAyYCMOTPCHHBLIX HACTOAIIUM HOpSII[KOM, B mpcaciax, OHnpcACICHHBIX IICfICTByIOH_IHM
3aKOHOIATEIbCTBOM Poccuiickoit denepanuu. 3a HECOOIIoIeHNE TpeOOBaHMIT
3akoHomarenbcTBa  Poccuiickoit  denepauuu  IpenyCMOTpEHA TpakJaHCKas, YrOJIOBHAsd,
aJIMUHUCTPATUBHAs, TUCIUITIMHAPHASL OTBETCTBEHHOCTD.
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®OPMA

[punoxenue 1

K TOpPSAAKY OOpalleHHs CO ChEMHBIMH MAIIUHHBIMH
HOCHTEISIMH TIEPCOHANBHBIX HaHHeix B MBJOY
Herckuii cag Ne5 «MabIi

)Kypﬂa.n YueTra CbEMHBIX MAIIMHHBIX HOcHTeJeil MEPCOHAJIBHBIX TAaHHBIX

B MBJIOVY Jlerckuii can NoS «Manbiin»

Howme OTMeTKA O MOIYICHUH
. p . i Iloammce Harta u Homep
Ne Tum (cepwmiinbrit/
y OTBETCTBECHHOI'O Mecto xpaHeHus IIpumeuanue aKTa
n/m HOCHUTEJIS WHBEHTAPHBI
i) P (2410 Hata Honamuce Jmna YHUYTOXKEHHUS
5|
1 2 3 4 5 6 7 8 9 10




« _» 20 1.

00 YHUYTOXKCHUU CbEMHBIX MalllMHHBIX
HOCHUTEJICH NEPCOHAIIBHBIX JaHHBIX

Komuccud B coctase:
[Ipencenarens:
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IIpunoxenue 2

Kk llopsnky oOpamieHHsI cO CHEMHBIMH

MallIMHHBIMHA

HOCUTCIISIMHA

mepcoHanbHeIXx maHueix B MBJIOY
Herckuit cag NeS «ManbIi»

POPMA

AKT

ITouen

YJ1eHbI KOMUCCHH:

1.

2.

3.

COCTaBWJIM HACTOSIIIMM aKT O TOM, YTO B pe3ylbTaTe IPOBEACHHONWIKCIIEPTHOW OLICHKH IIOJJIEXKAT
YHUUYTOXKEHUIO CIEAYIOINE ChbEMHBIE MAIIMHHBIE HOCUTENIN IEPCOHAIIBHBIX JaHHBIX !

JlaTta okoHuaHMs cpoka 00pabOTKH

V4eTHBIN HOMEPp CbEMHOI'O HOCUTCIIA UIIN

Ne
i 3a()MKCHPOBAHHBIX HAa HOCHUTEIE HaMMEHOBaHHE TEXHUYECKOTO CPEICTRA, ITpumeuanue
MEPCOHANBHBIX JTAHHBIX Ha KOTOPOM YHHUTOKAIOTCS (DaiiIIbl
1 2 3 4

Bcero ceeMHBIX HOCHUTENEN

HepeqncneHHHe CbCMHbBIC HOCUTCIIN YHUYITOXCHBI ITYTCM
(MEXaHMYECKOTro YHUUTOXKEHUS, COKUTAHHUS, pa3pe3anus, 1eGopMUpOBaHUS U T.I1.)

IIpencenarens:

(pamu 1 IPOIHCHIO)

YeHsl KOMUCCUU:
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[Ipunoxxenne Ne®

K npuka3zy O OpuHATHA
OpraHU3aIMOHHBIX Mep 1o
obecneueHnIo 0€30IMacHOCTH
MEePCOHAIBHBIX JTAHHBIX B
WH(pOPMAITMOHHBIX CHCTEMaX
MBOY Herckuii cax No5 «Manbiiny

or« 31 » 01_ 2022r.Ne 9

PETJIAMEHT
pearupoBaHUs HA HHIIUAEHTHI HHPOPMAIMOHHOI 0€30IACHOCTH B
HHG(POPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX
MBJOY Herckuii cax NoS «Manbiiny

1. TepMuHBI U ONpeAeTeHUS

1.1. UudopmanrionHasi cucTeMa MepcoHaNbHbBIX TAHHBIX — COBOKYITHOCTh COJEPIKAIIUXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U O0ECIEUNBAIOIINX UX 00pabOTKY MH(POPMALIMOHHBIX
TEXHOJIOTHI ¥ TEXHUYECKHUX CPEJICTB.

1.2. Uammnent wHQOpMAMOHHOW O€30MacHOCTH — J000€ HEMPEIBUACHHOE HIIH
HEKeNaTeNIbHOE COOBITHE, KOTOPOE MOKET HApyLIUTh ACSITENbHOCTh WM HH()OPMAIMOHHYIO
0€30I1aCHOCTb.

1.3. Uanmaentamu nHOOPMAITMOHHOW 0€301MaCHOCTH SBIISFOTCS:

—  yTpara yciyr, 000pyJAOBaHUS WU YCTPOMCTB;

—  CHUCTEeMHbIE COOM HITH TIeperpy3KH;

—  omMOKH MOJIb30BaTENEH;

—  HecoOII0ZICHHE MOJMTUKU WM PEKOMEH 1Al 10 HH(GOPMAIMOHHON 0€30MacHOCTH;

— HapylieHue GU3NYECKUX Mep 3alIHThI;

—  HEKOHTPOJHUPYEMbIC U3MEHEHHS CUCTEM;

— cOou mporpaMMHOT0 00ecTeueHHs M OTKa3bl TEXHUYECKUX CPE/ICTB;

—  HapylIeHHE MPaBUII JOCTYIIA.

1.4. OGpaboTka TmepCOHANbHBIX JaHHBIX — JIO0Oe JelcTBUE (omepanus) WU
COBOKYITHOCTh ~ JeMcTBHM  (omepaimuii), COBEpIIaeMbIX C  HCIIOJIb30BAHMEM  CPEICTB
ABTOMATHU3AINH WK 0€3 MCIONBb30BAHUS TAKUX CPEJICTB C MEPCOHATBHBIMU JTaHHBIMH, BKIIOYAs
cOop, 3amuch, CUCTEMATU3AIINIO, HAKOIUICHHUE, XpaHEeHUe, yTouHeHue (0OHOBIIEHHE, U3MEHEHNE),
U3BIIEUCHHE, HCMOJb30BaHUe, Tepenady (pacmpocTpaHeHHe, NpPeaoCTaBIeHHE, JJOCTYII),
obe3nnunBaHue, OJIOKUPOBAHUE, YIATCHUE, YHUUTOKEHHE MEPCOHATBHBIX JaHHBIX.

1.5. [lepconanpHble naHHBIE — Jr00as WHPOpPMAIMsS, OTHOCSIIASICS K TPSIMO WU
KOCBEHHO ONPEJECICHHOMY WM ONpeaensieMoMy puzndeckoMy JuIy (CyOBeKTY MepcoHaIbHBIX
JTAHHBIX ).

1.6. CpencTBo 3ammThl WHPOPMAIMU — TPOrpaMMHOE OOECIeYeHUe, MPOTPaMMHO-
anmapatHoe  oOecriedeHwe, anmapaTHoe  oOecmedeHue, BEIIeCTBO WM  MaTepuan,
MpeHa3HAYEHHOE WIIA UCTIONIh3YeMOE JIJIS 3l ThI HH(GOPMAIIIH.

2. O01mme moJ10KeHN st
2.1. Hacrosmmii PermameHnT pearupoBaHMsl Ha HMHIOWACHTHI HH()OPMAIIMOHHON
0e301acHOCTH B MH(OPMALMOHHBIX CHCTeMax NepcoHanbHbIX AaHHBIX MBJIOY Jlerckwuii can
No5 «Mampim»  (manee — PermamenTt), pa3paboTaH B COOTBETCTBHHM C 3aKOHOJATEIbCTBOM
Poccuiickoit ®expepauuu O TMNepcoOHANbHBIX JaHHbIX (nainee — II/[H) w HOpmaTUBHO-
METOJUYECKUMH JOKYMEHTaMUu (eepabHbIX OpPraHOB HCIIOJHUTENBHON BJIACTH MO BOIPOCaM
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6e3onacuoctu [1/1H mpu ux ob6paboTke B MH(OPMAIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX
(manee —MCIT/In).

2.2.

2.3.

Hacrosimuit PernamenT onpenenser:

MOPSIIOK PETUCTPAIIMK COOBITUIM 0€3011aCHOCTH;

MOPSIOK  BBISABICHUS ~ MHIUJCHTOB  WH(POPMAIMOHHOHW  0€30MacHOCTH |
pearupoBaHHIO HA HUX;

MOPSIIOK TIPOBEICHMSI aHAIM3a HHIIMJICHTOB HH(OPMAIIMOHHON 0€301MacHOCTH, B TOM
YHUCIe ONpeAeieHue HCTOYHUKOB U MMPUYMH BO3HUKHOBEHUS MHIIUACHTOB.

PermamenT obsi3areneH ais ucnoiHeHus Bcemu padoranukamu MBJIOY Jletrckwuii can

No5 «Maubiy  (manee — YupexxaeHue), HEMOCPEICTBEHHO OCYIISCTRISIIOMUMU 3amuTy [1/H B

WUCII/Ix.

3.1.

3.2.

4.1.

3. NHuuaeHTHl HHPOPMAMOHHOI 0€301IACHOCTH
K uanmunenram Wb otHOCSTCS:
HecoOoieHre TpedoBanuit no 3ammure [1/]H:
— ucnojb3oBanue OBM B 1ensix, He CBSA3aHHBIX C BBIIOJHEHHEM TPYIOBBIX
(cmy>keOHBIX, TOMKHOCTHBIX, (YHKIIMOHAIBHBIX) 00S3aHHOCTEH;
— yrpara Hocurens [1/1x;
— yTpaTa KJIIOYEBBIX JOKYMEHTOB, KJIIIOYEH OT MOMEIICHHN M XPAHWJIUIL, JTAYHBIX
reyaTei, y10CTOBEPEHUM, IPOIYCKOB.
nonsiTku HCJI k TT/{H:
— moabop dYyXOoro HWJASCHTU(PHUKATOpA U TMApOJIsA, TMOCIACAYIONIMH OCTYH C
MCIIOJIb30BAHUEM YY’KOTO MapoJIs;
— H3MEHEHHE HACTPOEK, COCTaBa, naposien rexunueckux cpencts MCI/Ix;
— u3MeHeHue (yBeTu4YeHHe) TOTHOMOYHM TOCTYIIA;
— HapylUIeHHE LEeJIOCTHOCTU YCTaHOBJICHHBIX 3alIUTHBIX IIIOMO;
— xonuposanue I1/IH Ha HeyuTeHHbIE chbeMHbIe HOcuTenu [1/1H;
— 3apaxeHue pabodero mecta u/mu cepsepa UCIIJIH Bpe1oHOCHOM MpOoTrpaMMOit;
— xumieHue Hocutenen [1/H;
— xumienue texandeckux cpenacts UCTIAH;
— YMBILUIEHHOE HapyleHue paborocnocoOHocTH TexHuueckux cpeacts MCIIIH;
— XWILIEHUE KPUIITOCPEJCTB, KIIOYEBBIX JOKYMEHTOB, KJIIOYEH OT TMOMEIICHUN |
XPaHWIHIILL, JIMYHBIX TeUaTe, yI0OCTOBEPEHHI, MPOITYyCKOB;
— HECaHKLIHMOHUPOBaHHOE NpoHUKHOBeHHE B omemienust MCIT/IH;
— OYHUCTKA DJICKTPOHHBIX )KYPHAJIOB MOHUTOPHHTA.
coou B pabote Texuuueckux cpeacts UCIIJIn OGmiecTna.
K nnuunenram b He oTHOCSTCS:
HEyJJauHbIE TIOMBITKU BTOPKEHUM, KOTOpPBIE OBLITH OOHAPY>KEHBI M HEUTPAIN30BaHBI C
ncnonb3oBanueM C3U;
HeyJauHble TMONBITKH 3apakeHus pabouux wMecT wu/umn cepsepoB HCIIdn
BPEJOHOCHON MPOTrpamMMoOi, KOTOpble OBUTM OOHApY>KEHbI W HEHWTPAIM30BaHBI C
ucnonb3zoBanuem C3U1

4. Tlopsinok perucrpanuu co0ObITHI 6€30I1aCHOCTH
Peructpanus coOwituii 6e3omacuoct B MCIIIH ocymiecTBisieTcs B CleayromIe

OCJICAOBATCIbHOCTHU !

1)
2)

3)
4)

Omnpenenenne coOBITHI OE30MACHOCTH, MOJJICKAIINX PETUCTPALMU, U CPOKOB HX
XPaHCHUS.

Omnpenenenue coctaBa W coaepkaHus MHPOPMAIUU O COOBITUAX OE30MaCHOCTH,
OJIICIKAITIX PETUCTPALINH.

COop, 3anmuce 1 XxpaHeHne HHHOPMAITUU O COOBITHSIX OE30MaCHOCTH.

PearupoBanue Ha cOOM TIPH peruCTpaIiii COOBITHI 0€30MacHOCTH.
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5) MonurtopuHr  (IPOCMOTP,  aHANM3)  PE3YJIbTAaTOB  PErHCTPAlMUM  COOBITHUH
0€30MacHOCTH U pearupoBaHue Ha HUX.

6) I'eHepupoBaHHE BPEMEHHBIX METOK M (MJIM) CHHXPOHHU3AIHMS CHCTEMHOIO BPEMEHHU B
NUCTIn.

7) 3amuta nHGOPMAILIUK O COOBITHSIX OC30MACHOCTH.

4.2. CoObiTus Oe3omacHoctd, mnomnexamue peructpanuun B MCIIIH, momKHBI
ONpENENATCA C Y4eTOM cnoco0oB peanmszanuu yrpo3 OezomacHoctu [I[Jn ana UCIJua. K
coObITusiM Oe3omacHocTd, noanexamum peructpauud B MCIIAH, 10mKHBI OBITH OTHECEHBI
mo0bie iposiBneHus coctostausi ICII/IH 1 ee cucTeMbl 3aIIUThI, YKa3bIBAIOIINE HA BO3MOXHOCTh
HapylIeHus KOHOGUACHIUAIBHOCTH, LeJIoCTHOCTH wuiu jocrynHoctu [I/IH, noctymHocTH
komnoHeHtoB  MCII/IH, HapymeHuss mpouenyp, YCTaHOBJIEHHBIX  OpraHHU3allMOHHO-
pacnopsiAMTEeIbHBIMUA JIOKyMEeHTaMu 1o 3ammte [I[J{H, a Takke Ha HapylIeHHE IMITAaTHOTO
(YHKIMOHUPOBAHUS CPENCTB 3aIIUTHI HHPopManuu (nanee — C31).

4.3. CoObiTusa 0e3omnacHocT, noanexamue peructpanuu B UCIIH, u cpoku xpaHeHUs
COOTBETCTBYIOIIUX 3aMUCEH PErUCTPAIMOHHBIX KYPHAIOB JIOJKHBI 00€CIIeYMBaTh BO3MOKHOCTh
oOHapyxeHHs, UIACHTU(PUKAIIMK W aHadu3a HMHIUJIECHTOB HHGOPMAIMOHHONW Oe30macHOCTH,
Bo3HHKIIUX B UCIT/IH.

4.4. B UCII/[Ix noaiexaT perucTpaiuu Cleaylomue COObITHS:

—  BXxoA (BBIXOM), a TaK)Ke MOMBITKA BXoja cyosekToB aoctyna B UCIIIH u 3arpy3ku
(ocTaHOBKA) ONEPaAIMOHHOM CUCTEMBI;

—  NOJKJIIOYEHHME ChEMHBIX MAalIMHHBIX HocuTenen [1/{H u BeiBox 11/1H Ha HOcHTENH;

— 3amyck (3aBeplieHHE) IporpaMM U TPOILECCOB (3aaHuii, 3aaad), CBSI3aHHBIX C
obpabotkoit [1]1H;

— OoOHOBJIEHHE WX OMUOKHU Tpu 0OHOBIeHUU porpammubix cpeacts UCIIAn u C3U;

— TONBITKM JOCTyNa MPOrPAMMHBIX CPEACTB K OMNpeIesieMbIM 3allHUIacMbIM
00BeKTaM J0CTyMa (TEXHUYECKUM CPEACTBaM, y3jaM CETH, JIMHUAM (KaHallaM) CBSI3H,
BHEITHUM yCTPOKCTBaM, IPOrpaMMaM, TOMaM, KaTajioram, (aiisiam, 3armmcsM, moJisiM
3amnucei) ¥ MHBIM O0BEKTaM JIOCTYIIA;

—  TIONBITKH yJIaJIEHHOTO JA0CTYyTA.

45. CocraB u cojepkaHue MHPOPMAIMHU O COOBITHSIX OE€30MaCHOCTH, BKIIOYAEMON B
3aMUCH  PETUCTPALMU O COOBITUSX OE30MacHOCTH, MAOJDKHBI, KaK MHUHHUMYM, OOECHEYUTh
BO3MOKHOCTh HUJCHTHU(UKAIIMK THIA COOBITHS O€30MacHOCTH, JaThl W BPEMEHU COOBITHS
0e30MacHOCTH, WIACHTHU(PHUKAIIMOHHON WH(OpPMAIMK HCTOYHUKA COOBITHS 0€30MmacHOCTH,
pe3ynbTar coObiTUst Oe3omacHocTH (YCHEIIHO WM HEYCHENIHO), CyOBbeKTa JocTyna
(monp30BaTens U (M) Mpoliecca), CBA3aHHOTO C IaHHBIM COOBITHEM 0€30MaCHOCTH.

4.6. Tlpm peructpanmu Bxonma (Beixoma) cyowekroB noctyna B MCII[IH um 3arpy3ku
(ocTaHOBKa) OMEpPAllMOHHONW CHCTEMBI COCTaB M coJepkaHhe HWHGOpPMAIUU JIOJDKHBI, Kak
MUHUMYM, BKJIIOYaTh JaTy U BpeMs BXoja (BbIX0Jla) B CUCTEMY (M3 CHUCTEMBI) WM 3arpy3Ku
(OCTaHOBKH) ONEPAMOHHON CUCTEMBI, PE3YJIbTAT MOMBITKY BX0/1a (YCIEIIHas WM HEeyCIelHas ),
pe3yapTaT TOMBITKM 3arpy3kd  (OCTaHOBA) OMEPAMOHHON CHUCTEMBI (yCHEIIHas WA
HEyCIelHasl ), UACHTU()UKATOP, PEABIBICHHBINA TPH MOMBITKE JOCTYTIA.

4.7. Ilpu peructpauuu MOAKIIOUEHHUS ChEMHBIX MAalIMHHBIX Hocuteneil [1/[H u BbBONa
[1/Tn HA cbeMHBIE HOCUTEIIM COCTaB U COJEPKAHUE PETUCTPALMOHHBIX 3amUCced JOJKHBI, KaK
MHUHHUMYM, BKJIIOUYaTh JaTy U BpeMs TOJKIIOYCHHS ChEMHBIX MAaIMHHBIX HocuTtenen I1JIH u
BbiBosa II/[H Ha cheMHBIE HOCHUTENH, JIOTUYECKOe UMs (HOMEp) MOAKIIYaeMOr0 ChEMHOTO
MamuaHoro Hocutens [IJIH, maentndukaTop cyObeKkTa JOCTymHa, OCYIIECTBISIONIETO BBIBOI
[T]J11 Ha cbemMHBIN HOCUTENB [1][H.

4.8. Tlpm perucrpanuu 3amycka (3aBepIeHHs) MporpaMM U TPOIIecCoB (3a1aHuii, 3a/1a4),
CBsI3aHHBIX ¢ 00paboTkoii [1/lH cocTaB u conepkaHue PEruCTPAIMOHHBIX 3aMKUCEH TOMKHBI, KaK
MHUHHUMYM, BKJIIOYATh JIaTy M BpeMs 3arycka, uMms (MaAeHTHU(UKATOP) MpOorpaMmbl (mporiecca,
3a/laHusl), UIACHTHPHUKATOpP CyOBeKTa AocTyma (yCTpOMCTBa), 3ampOCHBIIETO IMPOrPaMMy
(mpouecc, 3a7jaHue), pe3yabTar 3ammycka (yCHenHbli, HeYCIeIHbIH).
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4.9. TIlpm perucrpauuy TMOMNBITOK JOCTYNa MPOTPAMMHBIX CPEICTB (IpOrpamm,
MIPOLIECCOB, 3ajay, 3a/IaHNii) K 3alluIaeMbIM (aiijilaM coCTaB U COAEepKaHUE PETUCTPALUMOHHBIX
3anuceil JOJDKHBI, KaK MUHUMYM, BKJIIOYATh ATy U BPEMs MOMBITKU JOCTYIA K 3alUIIaeMOMYy
daiiny ¢ ykazaHueM ee pesyiabTara (ycmemniHas, HeycleniHas), HuIeHTU(HuKaTtop cyObekTa
noctyna (ycTpoicTBa), crienu(HUKaIIio 3anumaeMoro (aiina (JJoru4eckoe uMs, THII).

4.10. Ilpu perucTpaluyd THOMBITOK JOCTyNa HPOrPAMMHBIX CpPEICTB K 3allUIaeMbIM
o0BeKTaM J1ocTyna (TEXHUYECKUM CPEJCTBaM, y3jaM CETH, JIMHMSM (KaHalaMm) CBSI3U, BHEIIHUM
yCcTpoiicTBaM, IMporpaMmamM, TOMaM, KaTajoraM, 3alucsiM, IIOJIsIM 3aluceid) cocTaB U
coaepkanre nHGOPMAIK JOJDKHBI, KAK MUHUMYM, BKJIIOYATh ATy U BPEMS MOMBITKH JOCTYMa
K 3aluilaeMoMy OOBEKTy C YKa3aHHeM ee pesyibTara (yCHellHas, HeyCIHellHas),
UICHTUPHUKATOP CyOBeKTa noctyna (yCTpoilcTBa), cHenM(UKALIUIO 3allUIIaeMoro oOBeKTa
nocTyma (JIorudeckoe ums (Homep).

4.11. Ilpu perucrpauuu nonsiTok ynaieHHoro aoctyna k MCIIJIH coctaB u conepkanue
uH(pOpMalUU JOKHBI, KAK MUHUMYM, BKJIFOUATh ATy U BPeMsl MOIBITKU yJAJIEHHOTO JO0CTYIIA C
yKa3zaHHeM ee pe3ynpTara (yCHemrHasi, HeyCIellHas), UACHTU(HUKATOp cyOBeKTa qocTyma
(ycTpoiicTBa), UCIIOIB3YEMBI MPOTOKOJ JOCTYIAa, UCIOIb3yeMblil nHTepdeic nocTyna U (Uin)
MHYI0 HTHPOPMALIMIO O MOMBITKax yaaneHHoro npocrymna k UCIT/IH.

4.12. COop, 3amuch W XpaHeHHE HHPOPMAIMU O COOBITUSAX OE30MACHOCTH B TEUYECHUE
YCTaHOBJICHHOTO BPEMEHH XPaHEHHS JOJDKEH MPeyCMaTpUBaTh:

— BO3MOXHOCTH BbIOOpa OTBETCTBEHHBIM 3a obOecmeueHue Oe3zomacHoctu [1/IH B
UCTIuu (unn) AgmuauctparopoM MCIIIH coObiTHil 6€30MacHOCTH, MOAIEKAIINX
pEerUCTpaliii B TEKYIIMH MOMEHT BPEMEHH W3 MepedHs COOBITHI 0€30MmacHOCTH,
omnpezieNieHHBIX B MyHKTe 4.4 HacTosulero Pernamenra;

— reHepanuio (cOop, 3amuch) 3amMced perucTpauuu (ayamta) JUisi  COOBITHI
0€30MacHOCTH, MOJIeKAIIUX PETUCTPAlUU (ayAUTY) B COOTBETCTBUU C COCTaBOM H
coJepkaHueM HH(OpMAIUK, ONPENEICHHBIMA B COOTBETCTBHM C IyHKTamu 4.6—
4.11nacrosmero Perimamenra;

— XpaHeHHe HHPOpMAIMK O COOBITUSX OE€30MacCHOCTH B TEUEHUE BPEMEHH,
YCTaHOBJIEHHOIO B ITyHKTe 4.3HacTosiero PernamenTa.

4.13. O0beM maMsATH [UId XpaHEHUs HHPOPMALUU O COOBITHUAX OE€30MaCHOCTH OJKEH
OBITH pacCuuTaH W BBIJIEJIEH C YYE€TOM THIIOB COOBITUN O€30MacHOCTH, TMOJIEKAIINX
perucTpaliii B COOTBETCTBUHM C COCTAaBOM M COJepXKaHHeM HHGOpMAIMM O COOBITHIX
0€30MacHOCTH, MOJUICKAITUX PErUCTPAIMH, B COOTBETCTBUU ¢ MTyHKTaMu 4.7 — 4.11Hacrosiero
PernamenTa, mMporHo3upyeMoi 4acTOThl BO3HMKHOBEHUS MOAJISKAIIUX PETUCTPALMH COOBITHUI
0€30IaCHOCTH, CpOKa XpaHeHHsI HH(OPMAIIMN O 3aPETUCTPHUPOBAHHBIX COOBITHIX 0€30MaCHOCTH.

4.14. B UCIIJHAOMKHO OCYLIECTBIATbCS pearupoBaHuMe Ha cOOM TPH PErucTpaLuu
coObITHIl 0€30MacHOCTH, B TOM YMCJIE AanmapaTHble W MpPOrpaMMHbIE OIIMOKH, cOou B
MeXaHu3Max cOopa nHGOpMaLUU U TOCTHKEHHE Npeiesia MU MepernoIHeHus 00beMa (EMKOCTH)
MaMSITH.

4.15. PearupoBaHue Ha cOOM TMIpU PErUCTPALMM COOBITHH 0€30MacHOCTH JIOJIKHO
npeayCcMaTpUBaTh:

— IpenynpexieHue (CUTHaIu3alMs, UWHAMKauusA) o c0odx (ammapaTHBIX U
IpOrpaMMHBIX OmMOKax, cOOAX B MexaHHU3Max cOopa HHPOpMAIUU WIH
MEPEroNHeHUs o0beMa (EMKOCTHM) TMaMsATH) TpPU  PErUCTpaldd  COOBITHI
0e30I1acHOCTH;

— pearupoBaHHE Ha COOHM TPU PETHCTPALNU COOBITHI 0€30ITaCHOCTH MyTEM H3MEHEHUS
OtBercTBeHHBIM 3a oOecneuenne OeszomacHoctu [IJ[H B UCI[EM (Mam)
AnmunuctpatopoM MCII/IanapamerpoB cOopa, 3alucH U XpaHeHHUst HHPOpPMaLUU O
cOoOBITUSIX 0€30MacHOCTH, B TOM 4YHCIE OTKJIIOYEHHE 3amucu HHPOpMaIUu o
coObITHSAX Oe3omacHOCTH OT 4YacTd kommoHeHToB MWCIIAH, 3amuch moBepx
yCTapeBUINX XPaHUMBIX 3amuceil coObITUI 0€30M1acHOCTH.
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4.16. MoHuTOopuHT (IIPOCMOTP M aHajM3) 3alUCeld perucTpanuu (ayauTa) HOJDKEH
NPOBOAMUTHCA JJII BCeX COOBITHI, TWOJIEKAIIMX PErUCTpallid B COOTBETCTBUU U C
NEPUOIMYHOCTBIO, YCTAaHOBJIIGHHOH OmepaTopoM, U O0O0eCHeuMBalolmield CBOEBPEMEHHOE
BBISIBJICHUE MTPU3HAKOB UHITUIACHTOB HH(GOopMarimonHon 6e3onacHoctu B UCIIJIH.

4.17. B cny4ae BbIsIBIEHHE NMPU3HAKOB MHIUIACHTOB MH(MOPMAIMOHHON 0€301macHOCTH B
NCIIJn ocyiiecTBisieTcsl IUIAaHUPOBAaHUE W MPOBEICHUE MEPOINPUSITUN MO pPearupoBaHUIO Ha
BBISIBJICHHBIE ~WHIMJICHTHI O€30MAaCHOCTHM B COOTBETCTBHU C TMOPSIKOM  IPOBEICHUS
pazoupaTenbCTB 10 pakTaM BO3SHUKHOBEeHHS HHIMACHTOB B MCIT/IH.

4.18. TlomyueHue METOK BPEMEHHU, BKJIIOYAMOIIUX ATy W BpPEMSs, HCIOJIB3yeMbIX MpHU
reHepamnuu 3anuced perucrpanuu (ayaura) coObituii 6e3omacHoctu B MCIIJIH, mocturaercs
MOCPEJICTBOM MTPUMEHEHHUS BHYTPEHHUX cucTeMHbIX yacoB MCIT/IH.

4.19. 3ammura nHPOpMAINIUU O COOBITUSIX OE30MACHOCTH (3amHUCAX perucTpanuu (ayaura))
obOecrieunBaeTCs MPUMEHEHHEM MeEp 3aluThl WH(GOPMAIMKM OT HEMPaBOMEPHOTO JIOCTYIIA,
YHUUYTOXKEHUS WIM MOIU(DUIMPOBAHMS W B TOM UHKCJE BKJIIOYAET 3aIIUTY CPEACTB BEACHUS
peructpanuu (ayauTa) 1 HACTPOEK MEXAaHU3MOB PETUCTPAIIUU COOBITUH.

4.20. Jloctym K 3amucsM ayAuTa U (QYHKIUSM YyIpaBiICHHs MEXaHU3MaMU PETUCTpalluu
(aynuTa) MOMKEH MPEOCTABISITHCS TOJBKO YIOJIHOMOYEHHBIM JJOJDKHOCTHBIM JIUIIAM:

—  OoTBeTCTBeHHOMY 3a obecrnieuenue 6e3zomacuoctu [1/{n 8 UCII/H;
— aamunucrtparopy UCI/Ix.

5. Ilopsinok BbIsIBJIeHNS HHIUAEHTOB HH(POPMAIMOHHO 0€3011aCHOCTH U pearupoBaHus
HA HUX

5.1. 3a BbIsBIE€HUE MHUUACHTOB MH(OPMALMOHHOW O€30IaCHOCTU M pearupoBaHUE Ha
HUX OTBEYAIOT:

—  OTBETCTBEHHBIN 3a obecnieuenue O6e3omacHoctu [1Jn B UCIIdH;

— aamunucrparopCIIIH.

5.2. PabotHuku VYupexneHus, IODKHBI COOOIIATh OTBETCTBEHHBIM 32 BBISBICHUE
UHIIMJICHTOB MH()OPMAIIMOHHON 6€3011aCHOCTH O JOOBIX MHLUEHTAX, B KOTOPbIE BXOIAT:

— (¢akThl NOMBITOK M YCHEIIHOM peaju3aliid HECaHKIMOHMPOBAHHOI'O JOCTyHa B
WUCTI/ln, B mnomemnieHusi, B KOTOpPbIX ocymiecTBisercss oOpabdortkallln, u
xpanunumam [1/1x;

—  (¢akTbl cO0sl UM HEKOPPEKTHON pabOThI cUCTEM 00pabOTKU MH(OpMALINK;

—  ¢axTbl cO0s UM HEKOppeKkTHOU padoTsl C3U;

—  (baxte! pasrnamenus [1/1H;

—  (akThl pasrianieHuss MHPOPMALMU O METoJax M croco0ax 3aluThl U 00pabOTKU
ITJ1n.

5.3. Bce HemraTHble cHuTyanuu, (AKThl BCKPBITHS W OINEYATHIBAHUS TEXHUYECKHUX
CPEZCTB, BBINOJIHEHUS MPO(UIAKTUUECKUX pabOT, YCTAHOBKU M MOIU(HUKAIMM amlapaTHbIX U
nporpammHubIx cpenactB oopadotku [1[1n B MCIIIH momKHBI OBITH 3aHECEHBI OTBETCTBEHHBIMU
3a BBIBJICHME HMHUUAECHTOB MH(OpPMaLMOHHONW Oe3zomacHocTH B «OKypHan ydera HEIITaTHBIX
cuTyauui, (akTOB BCKPBITUS M ONEYAThIBAHUS TEXHUYECKUX CPENCTB, BBIOJHEHUS
npopMIAKTHIECKUX paboT, yCTAHOBKM U MOJU(HUKAIIMM allapaTHBIX U MPOTPaAMMHBIX CPENICTB
o0paboTku nepcoHanbHbIX AaHHBIX B MBJIOY Jlerckumii cag NeS «Manbiin , popma KOTOporo
ycraHoBiieHa B [lpunoxenun | k Hactosmiemy PeriiaMeHTy WM B 3JEKTPOHHBIE KYpHAJIbI
onepanroHHou cucteMbl u C3U.

5.4. AHanu3 MHIUJCHTOB MH(POPMALMOHHON 0E30MacHOCTH, B TOM YHCIE ONpe/eleHue
WUCTOYHUKOB U TNPUYMH BO3ZHUKHOBEHUS HHLUACHTOB, OCYILIECTBIISIETCS COIJIACHO MOPSJKY
IpOBEIEHUS Pa30upaTesNbcTB MO (akTaM BO3HUKHOBEHMS WHIUACHTOB HH(OPMAIIMOHHON
6e3onacunoctu B UCII/IH.

5.5. Mepsbl 0 yCTpaHEHUIO MOCIEICTBUI MHIIMICHTOB HHPOPMALIMOHHOM 0€30MacHOCTH,
IUIAHUPOBAHUIO U TPUHATUIO Mep IO MPeAOTBPAIIECHHUI0 MOBTOPHOIO BO3HMKHOBEHUS
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HHIUACHTOB, BO3JIararOTCsd Ha OTBCTCTBCHHBIX 3a BbIABJIICHHC I/IHI_[I/IILCHTOBI/IH(I)OpMaLII/IOHHOI\/'I
0€30ITaCHOCTH.

6. OcHOBHBIE 3TANbI MPOLECCA PEATHPOBAHUS HA HHIH/IEHTHI

6.1. Jluna, 3aHuMaronIMecs: pearupoBaHUEM Ha MHIIUACHTHI, JOJKHBI 00€CIICUUTD 3aIUTY
WUCIIAx u npouHPOpMUPOBATH IMOJB30BATEICH, O BAXKHOCTH MEp IO OOECIEYCHUIO
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

6.2. Jluma, 3aHWMarOIIMECs pearnpoBaHUEM HA WHIUIACHTHI, JTOJDKHBI OIPEICIHTD,
ABIIETCS JIM OOHApYy)KEHHOE HWMH C TIOMOIIbIO pPa3JIMYHBIX CHCTEM oOOecreueHus
WH(OPMAIIMOHHONW O0€30MacHOCTH COOBITHE WHIMIEGHTOM WM HeT. [l 3Toro Moryr
MCIIOJIb30BAThCSl MyOIMYHBIE OTYETHI, MOTOKU JaHHBIX 00 Yrpos3ax, CpelCcTBa CTaTHMUECKOTO U
JUHAMUYECKOTO aHajiu3a o00pa3loB MPOrpaMMHOIO OOECNedYeHUs] W JPyrue HUCTOUYHUKHU
uHpopmanuu. CraTuyecKuid aHamU3 BBINOJNHSETCA ©0€3 HEMOCPEICTBEHHOrO  3aIlycka
ucciaeayeMoro oopasiia M IMO3BOJISIET BBISABUTH Pa3IMYHbIE WHJUKATOPBI, HAalpUMEpP, CTPOKH,
cogepxkamue URL-agpeca wumu azapeca 2JIEKTPOHHOM MOYTHL. JIMHAMHMYECKUM aHaIu3
MOPa3yMeBaeT BBIMOJIHEHUE UCCIIEAYyEeMOM TporpaMMel B 3amuiieHHo# cpene (I[lecounuiie) nnum
Ha M30JIMPOBAHHOM MaIllMHE C IIeNIbI0 BBIABICHUS MOBEACHUS 00pasia u coopa apredakToB ero
paboThL.

6.3. Jluma, 3aHuMarolMecs pearupoBaHNUEeM Ha MHIIUJICHTHI, JOKHBI HIEHTU(DUIIUPOBATH
CKOMIIPOMETHUPOBAHHBIC KOMIBIOTEPHl M HACTPOUTH TMpaBUia OE30MaCHOCTH TAaKHUM 00paszom,
4TOOBl 3apakeHHE HE PACIPOCTPAHWIOCH Jaibllie Mo cetdu. Kpome TOro, Ha 3TOM 3Tamne
HEOOXOUMO TICPEHACTPOUTHh CEeTh TakuM oOpazoMm, 4toObsl MCII[IH Morimm mpomosnKaTh
paboTtath 0e3 3apaKCHHBIX MaIIIHH.

6.4. [anee nuia, 3aHUMAONIUECS PEarHPOBAHNEM HA WHIMJICHTHI, YIAISIOT BPEIOHOCHOE
nporpaMMHOe oOecreueHue, a Takxke Bce apTedakTbl, KOTOpPble OHO MOIJI0O OCTaBUTh Ha
3apakeHHbIX KomnbroTepax B UCII/IH.

6.5. Panee ckoMImpoMeTHpOBaHHBIE KOMIBIOTEPHI BBOIATCSA 00paTHO B ceTh. llpu 3Tom
JuIa, 3aHUMAalOIIMEcs pearupoBaHMEM HA MHIMJEHTBhl, HEKOTOpPOE BpeMs IPOJOJIKAIOT
HabmonaTh 3a coctossHueM 3Tux MamuH U WCII/IH B menom, 4toObl yOenuThCS B MOJTHOM
YCTPaHEHHUH YTPO3bI.

6.6. Jluma, 3aHuMaromuecs — peardupoBaHWEM  HA  WHIUACHTHI,  aHAIU3UPYIOT
MPOU3OIICIITUN UHIIUJICHT, BHOCIT HEOOXOAMMbIE U3MEHEHUS B KOH(PUTYPAIUIO TPOTPAaMMHOTO
obecrieyeHuss M 00OpyJIOBaHUs, OOECHEUMBAIOLIETO HH(POPMALMOHHOW O€30IacHOCTH, H
(GopMHUPYIOT PpPEKOMEHJAIMU JUIsl TOro, 4YTOoObl B OyAylleM MpeloTBPATUTh MOJ00HBIE
UHIUACHTHL. [IpM HEBO3MOXXHOCTH TOJHOTO MPEAOTBpallleHus OyIayiel aTakud COCTaBJICHHBIE
PEKOMEHIallUH TTO3BOJIAT YCKOPUTH pearupoBaHe Ha MOJOOHBIC WHITUICHTHI.

7. Tlopsinok npoBeaeHHs pa3dMpaTe]bCTB M0 (pakTaM BOSHUKHOBEHHS] HHIM/IECHTOB
HH(POPMALMOHHOH 0€30I1aCHOCTH
- [TpoBenenue pa3zbupaTenbcTB MO  (pakTaM BO3HUKHOBEHHUS  MHIUJCHTOB
MH(POPMAaLMOHHOM Oe30nmacHOCTH ocyuiecTBiIsier Komuccus ans opranuzanuu padoT 1o 3aiure
NEepPCOHAIBHBIX JaHHBIX B MHGopManmoHHbIX cuctemMax MBJIOY lerckuit cag NeS «Manpimny
COCTaB KOTOpPOH yTBepkaaeTcs npukaszoMm pykoBoautens MBJIOY Jlerckuii cag NoS «Manbiin .
7.1. Tlpencenatenb KOMHCCHH OpraHH3yeT padOTy KOMHCCHM, PEIIaeT BOIMPOCHI
B3aUMOJICHCTBUS KOMUCCHU C PYKOBOJUTEISIMH M paOOTHUKAMHU CTPYKTYPHBIX IOJIpa3/ieleHuit
OpraHM3aIii, TOTOBUT U BEAET 3aceaHusi KOMUCCUH, IIOJIMUCHIBAET MPOTOKOJBI 3acenanuii. [1o
OKOHYaHHUU pPAOOTHl KOMHUCCHHM TOTOBUTCS 3aKIIOUEHHE 10 pe3yjibTaTaM HpOBeIEHHOTO
pasz0OupaTenbpCTBa, KOTOpOE MepeaaeTcs Ha paccMoTperue pykopoautento MBJIOVY Jlerckuii can
No5 «Manbiin .
7.2. Tlpu mpoBeneHNH pa3OHpaTeIhCTBAa yCTAaHABINBAIOTCS:
— HajMyue caMoro (¢akra COBEpLICHHMS MHLUIACHTAa MHPOPMALMOHHON Oe30macHOCTH,
CIIy’Kalllero OCHOBAHUEM JIJIsl BBIHECEHUSI COOTBETCTBYIOIETO PELLEHUS;
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—  BpeMms, MecTO U OOCTOSATENbCTBA BOZHUKHOBEHHUSI MHIIUJICHTA, a TaK)Ke OIEHKa €ro
MTOCJICICTBHIA,

—  KOHKPETHBIM paOOTHUK, COBEPIIMBIINI WHIUACHT UH(OPMAIIMOHHON 0€301MacHOCTH
WIY TIOBJICKIINN CBOUMHU JICHCTBUAMHU BOSHUKHOBEHHS HHIUICHTA;

— HaJWYHMe U CTENEHb BUHBI PaOOTHHKA, COBEPIIMBIIETO UHIUAEHT WH(OPMAMOHHON
0€30MacHOCTH UJTH MOBJIEKIIET0 CBOMMU JACHCTBUSIMH BOSHUKHOBEHHE MHIIUACHTA;

— [eJIM W MOTHUBBI, CIIOCOOCTBOBABIINE COBEPIICHHIO MHIMIACHTAa HWH(OPMAIIMOHHON
0€30MacCHOCTH.

7.3. B nensx mpoBeacHUs pa3OupaTeNbCTBA BCe PaOOTHUKH OO0S3aHBI MO TPEOOBAHHIO
YJICHOB KOMHCCHHM TPEIbSBUTH JJIsI MPOBEPKH BCE YHCIAIMIMECS 3a HUMH MaTepHallbl U
JIOKYMEHTBI, JaTh YCTHBIE WJIM IMCbMEHHBIE 00BACHEHUS! 00 M3BECTHBIX UM (PaKTax IO CYIIECTBY
3aJJaHHBIX UM BOIIPOCOB.

7.4. PaboTHUK, COBEPIIMBIINN HWHIUACHT HMHPOPMAIMOHHON O€30MacHOCTH  WJIU
NOBNEKIIMKA CBOMMM JICHCTBHSAMH BO3HUKHOBEHHS WHIUACHTa, O00s3aH 1O TpeOOBaHUIO
KOMHUCCHH MPEICTaBUTh OOBSCHEHUS B MUCbMEHHON (hopMe He Mo3/aHee Tpex pabodux THEH C
MOMEHTa TIOJY4EHHUSI COOTBETCTBYIOIIETO TpeOoBaHus. Kommccusi BIpaBe IMOCTaBUTH IEpen
pabOTHUKOM IEepedYeHb BOIMPOCOB, Ha KOTOpble pabOTHUK 00s3aH OTBETUTh. B ciyuae oTkasza
paboTHHKA OT MUCHbMEHHBIX O0BSICHEHHI, KOMUCCHEW COCTABIISICTCS aKT.

7.5. PaboTHUK WMeeT WpaBO, IO COTJACOBAHMIO C TMpeAcenaTeieM KOMHCCHUU,
3HAKOMUTBCS C MaTepUaiaMu pa3doUpaTeIbCTBa, KACAIOMIMMUCS JTMYHO €T0, U 1aBaTh IO MOBOIY
HUX CBOM KOMMEHTApHUU, MPEIOCTABIATH IOMOJHUTENbHYIO MH(GOpMALUI0 M AOKYMEHTHI. [lo
OKOHYAaHUHU pa30HpaTeNnbCTBa PaOOTHUKY JJISi O3HAKOMIICHUS MPEIOCTABIISIETCS HTOTOBBIN aKT C
BBIBOJIaMU KOMHUCCHH.

7.6. B ciyyae maBineHuss Ha pPabOTHWKA CO CTOPOHBI JPYrwX JHI (HE W3 COCTaBa
KOMHUCCHH) B BHJIE MIPOCHO, yrpo3, MIaHTaka U Ap., IO BOMPOCAM, CBSI3aHHBIM C MPOBEJICHUEM
paszbuparensCTBa, paOOTHUK 00s3aH COOOIIUTH 00 ATOM IPEICeaATEII0 KOMUCCHH.

7.7. Jlo oxkoH4aHus pPaOOTBl KOMHCCHUM M BBIHECEHHS pPEIICHHUS 4YIeHAM KOMHCCUU
3ampemaeTcss pasriamarh CBEACHHS O XOJ€ NPOBENCHUS pa3OMpaTeNbcTBA M CTaBIINE
U3BECTHBIE UM OOCTOSTENBCTBA.

7.8. B mporecce npoBeneHus pa3oupaTeabCTBa KOMICCHEH BBISICHSFOTCS:

— TepeyeHb pas3rialleHHbIX CBEICHUM;

—  TPUYUHBI pa3TIalIeHUus CBEICHUI;

—  JIMIla, BUHOBHBIE B pa3TjallleHuy CBEICHMUIA;

—  pa3mep (IKCIEPTHYIO OLIEHKY) NPUUMHEHHOTO yIepoa;

—  HEJOCTAaTKH W HapyUICHWs, TOMyIleHHbIe paboTHHKamMu nipu padore ¢ [1/1H;

—  HHBIE 00CTOATENBCTBA, HEOOXOMMBIE TSl ONpeeTICHHs TPHUMH pasrnamenus [1]1H,
CTETIEHH BHHOBHOCTH OT/AEIBHBIX JIMIl, BO3MOXHOCTH TPUMEHEHHS K HHUM Mep
BO3JICHCTBUS.

7.9. Tlo 3aBepuieHMH pa30upaTeNbCTBA KOMHCCHEH COCTaBIsieTCS 3akiioueHue. B
3aKJIFOYEHUN YKa3bIBAIOTCS:

—  OCHOBaHHE JUIs IPOBEICHUS B pa30MpaTEIhCTBA;

—  COCTaB KOMHCCHH H BpeMs ITPOBEICHUS pa3OMpaTeNbCTBa;

— CBEICHHS O BPEMEHH, MecTe W OOCTOATENbCTBAX BO3HUKHOBEHHS WHIIMIACHTA
nH(pOpMaIMOHHOW 0€30MacCHOCTH;

— CcBeJIeHHA O pabOTHHUKE, COBEPIIMBIIEM WHIUAECHT UH(OPMAIIMOHHON 0€30MacHOCTH
WIA TIOBJICKIIEM CBOWUMH JIEHCTBHSAMH BO3HHKHOBEHHSI WHIMIEHTA (JIOJKHOCTD,
dbamunus, UMs, OTYECTBO, TOJ POXKACHUS, BpeMs paOOTHl B YUPEKIEHUH, a TAKKE B
3aHUMaeMasi JOJIKHOCTD);

— eI Y MOTUBBI paOOTHHKA, CIIOCOOCTBOBABIIME COBEPLICHHIO HHIUIACHTA
UH(POPMALIMOHHOM 6€30MacHOCTH;

—  NPUYUHBI ¥ YCIOBHS BOZHUKHOBEHUS MHIMCHTA MHPOPMAIIMOHHOW O€30MaCHOCTH;
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JTAaHHBIE O XapaKTepe U pazMepax MPUUYUHEHHOTO B Pe3ysbTaTe MHIUACHTA yIepoa;
NPEUIOKEHUST O Mepe OTBETCTBEHHOCTH PAOOTHHMKA, COBEPILIMBILEIO MHIUAECHT
UHPOPMALIMOHHOM  0€30MacCHOCTM MM IOBJIEKIIEr0 CBOMMM  J€HCTBUAMHU
BO3HUKHOBEHHUsI MHIIUJICHTA.

Ha ocHOBaHMM 3aKIIOYEHMs BBIHOCUTCA pPEIIEHWE O NPUMEHEHHH MEP

OTBETCTBEHHOCTH K pa0OTHUKY, COBEPILIMBIIEMY WHLUUJACHT WM [OBJIEKUIEMY CBOMMH
NEHCTBUSIMU BO3HUKHOBEHHMIO WMHIIMJIEHTa, TakXK€ O BO3MEIICHUU Yyiiepda BUHOBHBIM
pabOTHMKOM (WM €ro 3aKOHHBIM IPEACTABUTEIEM), KOTOPOE JOBOIUTCS [0 YKa3aHHOIO
paboTHMKA B TUCbMEHHOMN (hopMe MO paCIUCKY.

7.11.

Bce wmarepuansl pa3OupaTenbcTBa OTHOCATCS K HHGOpPMAMK OrPAaHHYEHHOTO

JOCTyNa U XpaHATcs B TedeHue 5 ner. Konuu 3akiroueHus U pacrnopsbKeHUs: Mo pe3yinbTaraM
pa3duparenbcTBa MPUOOIIAOTCS K JIMYHOMY Jiely PaOOTHHWKA, B OTHOIIEHUH KOTOPOTO OHO
MIPOBOAMIIOCH.
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[Ipunoxenne Ne9

K npukazy O OpHHITHH
OpraHU3aIMOHHBIX Mep 1o
obecneueHnIo 0€30IMacHOCTH
MEePCOHATBHBIX JTAHHBIX B
UH(OPMALMOHHBIX CHCTEMaX
MBJIOY Herckuii cax NoS «Manbii»

or« 31 » 01_ 2022r.Ne 9

MNOJIO)KEHUE
0 pa3pelIuTeIbHOI cucTeMe 10CTyNA B
HHGPOPMANMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX
MBJOY erckuii cag NoS «Manbliiny

1. TepMuHBI U onIpeaeIeHUS

1.1. TucKkpeoHHBIM METOJl YIpAaBJICHUS AOCTYIIOM — METOJl YIPaBJICHUS IOCTYIIOM,
IpeIyCMaTPUBAIOIINN yIIpaBIEHUE JOCTYIIOM CyOBEKTOB JOCTyNMa K OOBEKTaM JOCTyla Ha
OCHOBE WJACHTU(UKAIMOHHOW HHPOpMAlMU CYObEeKTa W AN KaXIOro o0beKkTa JocTyma —
CIHCKa, COJepKalero Habop cyOBEKTOB JOCTyma (Tpynm CyOBEKTOB) M aCCOLMHUPOBAHHBIX C
HUMU THUIIOB JIOCTYTIA.

1.2. Joctyn x wuH(popManuu - oO3HAKOMJICHHE ¢ uH(popmammen, ee oOpaboTka, B
YaCTHOCTH KOIUPOBAHKE, MOIU(DUKAIIMS U YHUUTOKEHHE HH(OPMALIUH.

1.3. Marpuia nocryma — Tabiuia, 0ToOpaXxaromias mpaBuia pa3rpaHudeHHs] TOCTyTIA.

1.4. OGbexT pocTyna — eauHHlla WH(OPMALMOHHOTO pecypca aBTOMATHU3WPOBAHHOM
CHCTEMBI, IOCTYII K KOTOPOU perilaMeHTUPYETCs TPaBUIaMU Pa3TPaHUICHUS TOCTYIIA.

1.5. [IpaBuna pasrpaHuveHUs JOCTYNAa — COBOKYIMHOCTh MPAaBUJI, PETJIAMEHTHPYIOIINUX
mpaBa J0CTyna CyObeKTOB JIOCTyIa K O0BEKTaM JIOCTYTIA.

1.6. PoneBoii Meroa ympaBiieHHsS JOCTYIIOM — METOJ YIOPAaBIEHHUS JOCTYIIOM,
NpeIyCMaTPUBAIOIINN yIIpaBIEHUE JOCTYIIOM CYyOBEKTOB JOCTyNMa K OOBEKTaM JOCTyNa Ha
OCHOBE poJiel CyObEKTOB J10CTYTIA.

1.7. CpenctBo 3amuThl MHGOpMAUMU — MPOrpaMMHOE obOecreyeHue, MNporpaMMHO-
anmapatHoe — oOecredeHue, amnmapaTHoe  oOecleyeHue, BEeIIeCTBO WM Marepua,
NpeIHa3HAYeHHOE WM UCTIOIB3yeMOe IS 3aIUThl HHPOPMALIHH.

1.8. CyObekT mocTyma — JHMIIO WM MPOIECC, NEHCTBUS KOTOPOTO periaMeHTHPYIOTCS
NpaBUJIAMHU Pa3TPaHUICHUS TOCTYIIA.

1.9. Tumns! gocTymna — onepanuu, pa3pelieHHbIe K BBIMOJIHEHNUI0 CYOBEKTOM JIOCTYIA MPH
JIOCTYTIE K 00BEKTaM JIOCTYTIA.

2. O0mme Mo10KeHUsI

2.1. Hacrosmee IlonoxkeHne 0 pa3pemmTeNTbHON CHCTEME JOCTYyIa B MHPOPMAIMOHHBIX
cucteMax mnepcoHanbHbIX AaHHBIX MBJIOY Jlerckuit cag NeS «Mambim» (namee —
[Tonoxenue), pa3paboTaHO B COOTBETCTBUU C 3aKOHOJAATEThCTBOM Poccuiickoit denepanuu o
NEepPCOHANbHBIX JaHHbIX (Hasiee — IIJ[H) W HOPMATHUBHO-METOJUYECKUMH JOKYMEHTaMU
dbenepalbHBIX OPraHOB HWCIOJHUTEIBHON BIACTH MO Bompocam OezomacHoctu [IJIH mpu wmx
00paboTke B MHGOPMAIMOHHBIX CHUCTEMaX MePCOHANBHBIX NaHHBIX (nanee — MUCIIIH).

2.2. Hacrosmiee [TonoxxeHue onpeaenseT METO bl YIIPABICHHS JTOCTYIIOM, THITBI JTOCTYIIa
Y TIpaBUJIa pa3TpaHUUuEHUs TOCTYIa CyOBEKTOB JocTyna Kk o0bekTam nocrymna B UCIT/IH.
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2.3. llonoxeHnue o0s3aTenbHO ISl HCTIONHEHUS Bcemu pabotHukamu MBJIOY Jlerckwmii
cag NeS «Manpimy — (manee —YupexaeHHE), HEMOCPEACTBEHHO OCYIIECTBIISIIONTUMHU 3aIUTy
IJ1H.

3. Cy0beKTbI M 00bEKTHI J0CTYNA
3.1. K cybowexkram pocrynma MCIIJIH, oTHOcATCS pPaOOTHUKH, BBINOJHSIOIINE CBOU
JIOJDKHOCTHBIE 00s13aHHOCTH ((DYHKIIMM) C HCIIONIBh30BaHHEM WHMOpMaIuu, WHPOPMaITMOHHBIX
TexHoJoruil u Texuuueckux cpencts MCIIJIH B coOTBETCTBUU € JOHKHOCTHBIMU MHCTPYKLUSAMU
1 kotopbiM B MCIIJIH mprCBOEHBI yUYE€THBIC 3AITUCH.
3.2. K ob6wekram nocryna B UCII/IH, oTHOCSATCS:
—  CpeICTBa BHIYUCIUTEIbHON TEXHUKH,
—  CpEICTBa CBSI3U U IEpeJaur JaHHbIX;
— cpencTBa obecriedueHus: Oecniepe0oiHON paboThl CPECTB BBIYUCIUTEIHPHON TEXHUKU
U CPEJICTB CBSI3U U IIEpeJjaun JaHHbIX;
— OCHOBHBIE KOH(UTYpalMOHHBIE (halIbl ONEPAllMOHHBIX CHUCTEM, CPEICTB CBS3H U
nepesavyn JaHHBIX U CPeICTB 3auuThl nHpopManuu (naitee — C31);
— CpeAcTBa HACTPOWKH M YIPABJIEHUS ONEPALlMOHHOW CUCTEMOM, CPEICTB CBSI3U U
nepenaun nanueix u C3U;
—  TPUKIATHOE IPOrpaMMHOE 00eCIIeUeHHE;
— mnepudepuiiHbie yCTPOUCTBA;
—  MalllMHHbIE HOCUTENN UHPOpMaLUY;
— oOpabaTbiBaeMbIe, XpaHUMbIE TaHHBIC.

4. MeTtoabl pasrpaHnvceHusd 10CTymna

4.1. Metoasl pasrpanuuenuss aoctyna k HCII[[H peanu3yroTcss B COOTBETCTBUHU C
ocooerHocTsMU GyHKIoHUpoBanus MCIT/IH 1 BKIIOYarOT KOMOWHAITUIO CIICTYIOIINX METOIOB:
—  POJIEBOM METOJ YIpaBJI€HUs JOCTYIIOM;
—  JIMCKPELMOHHBIN METOJ YIIPABICHUS JOCTYIIOM.
4.2. Peanuzamus posneBoro meroaa ympasienus goctynoM B MCII[H mpencrtaBneHa B
tabnwue 1.
Tab6muna 1

Ne

i Ponrs cyOnekTa goctyma YpoBeHb A0CcTyIa K 00beKTaM JJOCTYIa

- obnamaer monmHOW wuH(poOpManuedl o KOH(UTypaluu CHUCTEMBI
samutel [1/IH (cTpykType cucrembl 3amuthl [1/[H, coctage,
MecCTaxX yCTaHOBKH M rapaMeTpoB HacTpoiiku C31);

- obnamaer mnonHOW uWHpopmanmed o koHurypaumun WCIIIH
(ctpyktype MCII[H, cocTtaBa, MECT YCTAaHOBKM M IapaMeTpOB
MIPOTPaMMHOI0 00ECIIEUEeHHsI U TEXHUYECKUX CPEICTB);

AJMUHHCTpATOP - o0najaeT mpaBaMH HACTPOWKHU U KoHurypuposauus C3U;

0€e30MaCHOCTHA - o0mamaeT mpaBaMH HACTPOWKH U KOH(PUIYpUPOBAaHHUS CPEACTB
CBSI3U ME€peJayuy JaHHBIX;

- o0nmajaer mpaBaMH ~ HACTPOWKM H  KOH(UTYpUpOBaHHS
OMEPAlMOHHBIX ~ CHCTEM W  MPHUKIAIHOTO  IPOrPAMMHOrO
o0ecreueHus;

- o0namaer mpaBaMH BHECEHHS HW3MEHEHMH B INPOrpaMMHOE
obecneuenne VCII/IH Ha cTtagnu ee pa3pabOTKH, BHEAPEHUS U
COINPOBOXKICHHSL.
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n/n

Pons CY6T>CKT3 AOCTYyIIa ypOBCHL AOCTYyIIa K 00BEKTaM AOCTyIIa

2 | AAMHHHCTPATOP

- obOnamaer momHoW uHpopmammedr o koHurypaumun WCIIAx
(crpyxtype UCIIIH, cocTaBe, MecTax yCTaHOBKH M MTapaMeTPOB
MIPOTPAMMHOTO OOECTICUCHIS i TEXHUICCKUX CPEICTB);

- o0namaeT mpaBaMH HACTPOMKH W KOH(PUTYPHUPOBAaHUS CPEICTB
CBSI3M TIEpeIavy JaHHBIX;

- o0mamaeT TmpaBaMH  HACTPOWKHM W  KOH(UTYpPHUPOBaHUS
OMEpaIMOHHBIX CHUCTEM U  MPHUKIAJHOTO  MPOrPaMMHOIO
oOecIeueHus;

- o0nmajaeT TpaBaMH BHECCHHS W3MEHEHHH B MPOrpaMMHOE
obecrieuenne MCII/Ia Ha cTammm ee pa3paOOTKH, BHEAPCHHS U
COMPOBOXKICHHSL.

3 | ITons30Barens - o0nmamaeT BceMH HEOOXOOUMBIMH aTpuOyTaMH H TpaBaMH,

obecneunBatonumu goctyn k UCI/IH.

4.3.

Peanmauml AUCKPCUOUOHHOI'0O MCETOJAa YyHpaBJICHUA AOCTYIIOM JOCTUIacTCA MYTEM

Ha3HA4YeHMs MpaB JoCTymna Uil Kaxaoi mapel «Ponb cydbekra goctynay — «OOBEKT AOCTYMa»
SABHOI'O U HCABYCMBICIICHHOI'O IEPCUUCICHUSA OONYCTHUMBIX THIIOB JOCTYyIIa B COOTBCTCTBHU C
Marpuiieii qoctyna pabOTHHKOB K pecypcaM HH(OPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX TAHHBIX
(manee — Marpuma moctymna),popma KOTOpoil ycTaHOBIeHa B [IpHMIIOXKEHUM K HACTOSIIEMY

ITonoxenuto.
5. Tumnsbl gocTyna
5.1. B UCII/IH onpexaesneHsl cleAyIONMEe TUIIBI JOCTYNA CyOBEKTOB JIOCTYINa K 00bEKTaM
JI0CTyMa:
— uyteHue (R) — cyObekTy moctyna pa3pelieHo IpocMaTpUBaTh COAEPKUMOE 0OBbEKTa
JIOCTYIa;
— 3amuck (W) — cyOBeKTy J0CTyla paspenieHo MNpoCcMaTpuBaTh, 3alKMCHIBATH M
CO3/1aBaTh HOBBIH OOBEKT JOCTYTIA,
— BomodHeHue (E) — cyOwpekTy AocTyma pa3pelieHO 3amyCcKaTh/BBIIOIHATh OOBEKT
JIOCTYyTIa;
— mneuats (P) — cyObexTy nocTymna paspelieHa neyarh;
— ckaHupoBaHue (S) — cyObeKTy 0CTyIa pa3pelIeHo CKAaHUPOBAHMUE;
— nonssbli (F) — cyObeKT 1ocTyna UMeeT MOJHBIM JOCTYN K 00bEeKTaM JI0CTyIa.
5.2. Pa3pemieHHble K BBINOJHEHHMIO, CYOBEKTaMM JOCTyNa NpH AOCTYHNE K OObEeKTaM

nocryna B UCIIJIH, Tunsl goctyna, onpeaeneHsl B MaTpuie gocryna.

6.1.

6. IlpaBujia pa3rpaHuyeHus A0CTyna
B UCII/I1 npaBuiia pa3rpaHuYeHHs JOCTYIA PeaJIM30BaHbl COBOKYITHOCTBIO MTPABUII,

pEerIaMeHTHPYIOIIUX TIOPSIOK U YCIIOBUSA TOCTYIa CyObekTa K o0bekTaM goctyna B UCIx:

pa3zeneHue OOS3aHHOCTEW M Ha3HauYeHHWE MHHHUMAIbHO HEOOXOIUMBIX TIpaB
MOJIH30BATEIISIM U aJIMUHUCTPATOPaM;

yrpaBieHUe (3aBeleHUEe, aKTUBAIlUs, ONOKMPOBAHWE U YHUYTOXKEHHE) YUETHBIMU
3anucsmu nosas3oBateneit UCI/IH;

yIIpaBJICHHUE (bunbTparnms, MapuIpyTH3AIIHS, KOHTPOJIb COCTMHECHHH,
OJIHOHANpaBJICHHAas Mepeaadya U MHbIe CIOCOOBI yNpaBieHHs) UH(MOPMALMOHHBIMU
nortokamu B MCII/IH;

OTpaHWYEHUE HEYCIEMHbIX NMONbITOK Aoctyna B MCII/IH;

paspemenue (3amper) naeictBuii monb3oBatenei MCIIJIH, pa3pemeHHBIX 10
UIeHTU(UKAIIIY U ayTeHTU(PUKAIIIH;

peanu3anus 3alMIIEHHOr0 YAAJEHHOTO JOCTYyIMa CYOBEKTOB JOCTyma K OOBbeKTaM
JOCTyTa Yyepe3 BHEeIIHNE NHPOPMAITMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH;
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—  KoHTpoub ucnonwszoBanusi B UCII/IH TexHomoruii 6ecrpoBOAHOTO JOCTYIIA;

—  KOHTpoJb ucnojb3oBanus B UCIT/IH MOOMIIBHBIX TEXHUUECKUX CPEICTB;

—  yIpaBJicHUE B3aMMO/JICCTBUEM c NCITIn Oopra"u3arui (BHEIITHHE
WH(pOpPMAIMOHHBIE CUCTEMBI).

6.2. IlpaBa u oOs3aHHOCTM TmONB30BaTeneil 3aduxcupoBansl B «MHCTpYKUIUU
MoJIb30BaTe sl MHMOOPMAITMOHHBIX CUCTEM TepcoHaIbHBIX AaHHBIX MBJIOVY Jlerckuit cag Ne5
«Manpiun .

6.3. VYmpasnenue (3aBeAcHHE, aKTUBAIMIO, OJIOKUPOBAHWE M YHUUYTOXKCHHE) YUCTHBIMH
3anucsmu nosnbs3osareneit UCIIAH, ocymectsiaser anmuauctparop UCITIH.

6.4. Anvunuctparop MCII/IH ompenenseT m Ha3HayaeT MIpaBa JOCTyHa CyOBEKTOB K
oobexkTam noctyna B UCII/IH B cooTBeTCTBUU ¢ HCHONHAEMON poibio cyobekra B MCII/IH u
Marpuiieit gocrymna.

6.5. B UCII[u peanu3oBanbl cienyroniie (GyHKIMH YIMPaBICHUS YUYETHBIMHU 3aIHUCIMU
nonp3oBareneit UCI/IH:

—  OIpejeseHUe TUIAa YYETHOM 3anucu (1oIb30BaTelb, aIMUHUCTPATOP, CUCTEMHA );

— 0oO0beIMHEHUE YYETHBIX 3alKCcel B rpynibl (M0Ib30BaTENHN, aIMUHUCTPATOPDI);

—  BepHUQUKAIHS MTOJIH30BATENS IIPH 3aBEICHUH YYETHOM 3alMCH TTOJIb30BaTEIS;

— 3aBeJcHHE, aKTUBalus, OJIOKUpOBAHME M YHUYTOXKEHUE YUYETHBIX 3alucen
nons3oBatreneit UCII/IH;

— TepecMOTp M KOPPEKTUPOBKA yUeTHBIX 3anuceil nonb3onateneit UCII/IH;

— TOpSAAOK 3aBEEHUS M KOHTPOJS HCIOJIb30BAHMS BPEMEHHBIX YUETHBIX 3amucen
[Tonb3oBareneit UCII/IH;

— onosenienne agmMuauctparopa UCII/IH, ocyliecTBISIONIEro yIpaBieHUe Y4eTHBIMU
3anucamu monb3oBarenet MCII[AH, 00 u3MeHeHMHM CBEIEHUI O IMOJIb30BaTENsIX
NCTIdH, ux pomusix, 005S3aHHOCTSX, TOJITHOMOYHUSIX, OTPAHUUYCHUSX;

— YHUYTOXXCHME  BPEMEHHBIX  y4YeTHBIX 3anuced  nosb3oBarene  WCII/H,
MPEIOCTaBICHHBIX AJI1 OJHOKPATHOTO (OTPaHUYEHHOTO MO BPEMEHH) BBINOJHEHUS
3agau B UCTIH;

— npenocraBieHue mnons3zoBarensiM WCII[lH mpaB noctyma k oObekTaM JocTyma
NCIIIH, ocHOBBIBasCh Ha 3a/1auax, penraeMbix nonb3zoBarensimMu UCIH.

6.6. BpemeHHas ydeTHas 3ammMch MOXET OBITH 3aBejieHa At moib3oBatenss UCIT/a Ha
OTpPaHUYEHHBINH CPOK JIJIS BBITTOJIHEHHUS 33]1a4, TPEOYIOIIMX PACITUPEHHBIX MTOJTHOMOYHUHN, UITH 7S
IIPOBEJCHUS HACTPOMKHU, TECTUPOBAHUS, JAJI OpraHU3alMy TOCTEBOr0 JOCTyMHa (IOCETUTENSM,
COTpYyJHMKAM CTOPOHHMX OpraHM3alMii, cTakepamM M HHbIM mnoib3oBatesnssM HCII[Ir ¢
BpeMeHHbIM aocTynoM K UCII/IH).

6.7. B HCIIH ocymuiecTBiIseTcsl aBTOMaTHUECKOE OJIOKMPOBAHUE BPEMEHHBIX YUYETHBIX
3anuceid [lonb3oBareneit UCII/IH mo OkOHYAaHHWM YCTaHOBJIEHHOI'O NEpHOAAa BPEMEHHU Ul HX
MCIIOJIb30BaHUS.

6.8. Ilpu mepenaue nHDOpMAIMHA MEKITY YCTpOHCTBaMH, cerMeHTaMu B pamkax MCII/IH,
OCYILECTBIISICTCS yIpaBiIeHne HHPOPMAITMOHHBIMU TOTOKaMH, BKJIIOYAIOIIIEE:

—  ¢unbTpanuio HHGOPMAITMOHHBIX TOTOKOB B COOTBETCTBUU C MPaBUIaMH YIIPABICHUS
MOTOKaMU;

— pazpemienue nepeaud uHpopmauuu B MCII/IH TOABKO MO yCTaHOBJICHHOMY
MapHipyTy,

— u3MeHeHHe (IepeHanpaBlIeHHe) Mapuipyra nepegayd HH(pOpMamuu TOJIBKO B
YCTaHOBJICHHBIX CITyYasix;

—  3aluCh BO BPEMEHHOE XpaHWJIHIE HHPOPMAIMH JJI aHaJIu3a U MPUHATHUS peleHus
0 BO3MO>XHOCTH €€ JaJIbHEHIIEeH Nepejaul B YCTAHOBIEHHBIX CIIy4asiX.

6.9. VYmnpasnenue nHHOpMAIMOHHBIMU TOTOKAMH 00ECIIEUMBAET Pa3pEIICHHBI MapIIPyT
npoxoxaeHus: nHbopmaruu Mexay nonbszoBarensimu MCIIJIH, ycTpolicTBamMH, CETMEHTaMH B
pamkax WCII[H, a Takke npU B3aUMOAEHCTBHUM C ceThlo WHTepHeT (WM JApYyruMu
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WH(OPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHBIMU ~ CETSIMH  MEXIYHApOJAHOTO HWH(OPMAIMOHHOTO
oOMeHa) Ha OCHOBE NPaBWJ YIpaBieHUS HWH(OOPMALMOHHBIMA TOTOKAMH, BKJIIOYAIOIINX
KoHTpoib KoH(urypauun WCII[H, ucTouyHMKa M TOJydaTess IepenaBacMod WHGopManuy,
CTPYKTYpHI IepenaBaeMoil MHGOpPMAIUH, XapaKTePUCTUK MHPOPMAIIMOHHBIX MOTOKOB U (MJIH)
KaHasa cBs3u (0e3 aHanm3a coaepKaHus HHPOPMAIUH ).

6.10. VYmpaBnenue uH()OPMAIMOHHBIMM TMOTOKaMH OJOKHUPYET Iepeaady 3aliuiacMou
uH(popManuu 4depe3 cerb VMHTepHeT (Wwiu apyrue WH(DOPMAIMOHHO-TEICKOMMYHUKAIMOHHBIC
CeTH MEXIYHAPOIHOTO HH(MOPMALMOHHOIO OOMEHA) IO HE3AlUIICHHBIM JIMHUSIM CBS3H,
CEeTeBBIC 3aMpPOChl U TpaduK, He CaHKIIMOHUPOoBaHO ucxosamme u3 UCIT/Ix u (wim) Bxoasime B
NUCTI/n.

6.11. B UCII[In ycranoBieHo U 3apUKCHpOBAaHO B «HCTPYKIIMU O MAPOJIHLHOW 3aIIUTe
undopmarnuu B MBJIOVY Jlerckwuit camg N5 «Mambim :

—  KOJIMYECTBO HEYCHEIIHbIX MONbITOK Bxona (mocrtyna) MCII[H 3a ycTaHOBIIEHHBIN
NepUo BpeMEHHU;

— OnokupoBanue ceaHca pgoctyna mois3oBarenss WCII[AH mocne ycTaHOBIEHHOTO
BpPEMEHU ero 0e3/1eHCTBHs (HEaKTUBHOCTH).

6.12. B UCII/[In obecrieunBaeTcst 6J0KMpOBaHUE ceaHca aocTyma nonb3osarens UCIIx
110 3a1pocy.

6.13. Jlns 3a0IOKMPOBAHHOTO CE€aHCa OCYIIECTBISETCS OJOKMpPOBAaHUE JIOOBIX JEeHCTBUN
o JOCTYny K wWH(OpManmuum W YCTPOWCTBAM OTOOpaXEHHUS, KpOME HEOOXOTUMBIX ISt
pa30JIOKUPOBAHHUSI CeaHCa.

6.14. Anvunucrparopy UCII/IH u oTBeTcTBeHHOMY3a oOecnieuenue 6ezonacuoctu [1/1H B
UCTI[Jn paspemarorcst AeicTBUS B 00XOJ YCTAHOBJICHHBIX MPOIEAYyp HACHTUDUKAIMH U
ayTeHTU(UKAIHA, HEOOXOIUMBIE TOJILKO I BoccTaHoBIeHUS (yHKimonupoBanust UCII/IH B
ciydae cOoeB B pabOTe WM BBIXOJIE U3 CTPOS OTJCIBbHBIX TEXHUUECKUX CPEACTB (YCTPOUCTB).

6.15. PernmameHTanysi ¥ KOHTPOJb UCIOJIB30BAHUS ChEMHBIX MAIIMHHBIX HOcuTenen 11/1H,
ornucanbl B «[lopsinke oOpaieHUs CO ChEMHBIMU MAIIMHHBIMA HOCHUTEISIMH MEPCOHATBHBIX
nanubix B MBJIOVY Jletckuii cag Ne5 «Maibitn

6.16. B UCII/[IlH npu B3auMOACHCTBUU C BHEUIHMMU WHGOPMALMOHHBIMH CHUCTEMaMH,
B3aMMOJIEICTBHE C KOTOPBIMU HeoOxoaumo st pynkunonuposanus UCII/IH, npenocraBienue
noctyna k HCII[H ocymiecTBiseTcs TONBKO aBTOPU30BAHHBIM  (YIIOJHOMOYEHHBIM)
nosb3oBarensiMm UCIT[IH B cooTBeTcTBUM ¢ Matpurieit qoctyna.

7. OTBETCTBEHHOCTH

7.1. Bce paboTHHKM VYUpexAeHHs, OCYIIECTBIsIOIMMEe 00paboTky u 3ammuty I[IH
00s13aHBI 03HAKOMHTHCS ¢ JaHHBIM [loM0’keHnEM MO POCITUCH.

7.2. PaboTHUKH YUpeKICHHS HECYT MEePCOHAIBHYIO OTBETCTBEHHOCTH 32 BBIIIOJIHCHHE
TpeboBanuii HacTosiero [lonoxenus.

7.3. KoHTponb BHINOTHEHHS paObOTHUKAMU YUpEeXJIEHUs TMPaBHI pa3TpaHHUuEHUs
noctyna B UCIIJIH ocymecTBisiercss OTBETCTBEHHBIM 3a oOecrieueHue Oe3zoracHocty [1/IH B
NCIIAn.
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POPMA

MaTrpuua xocryna
Ccy0BEeKTOB K pecypcaM HH(POPMAIHOHHBIX CHCTEM MEPCOHATbHBIX JAHHBIX
MBJIOY Herckuii cax NeS «Manbii

[Ipunoxxenue
K IlonoxeHHno 0 pa3pemuTenbHOM CUCTEME AO0CTyNa B

HHPOPMAITMOHHBIX

MBJIOYVY Jlerckuii cag Ne5 «Manbli»

CUCTEMaX TMEPCOHAIBHBIX  TAaHHBIX

OO0BeKT nocrymna

CpenctBa
OCHOBHEBIE CpenctBa OCHOBHEBIE p . CbeMHBIE
o . o HACTPOUKU H |
'beKT HOCTYIa KOHPHUTYpaImoOHHbIe| HACTPOWKY U [KOH(MHUTYpaIlMOHHEIE WKIIATHOE . MaIlHHEIE .
Cy6rekT AocTyma ypv P . P yIpaBIeHUS P [lepudepuiinsre Oo6pabareiBaemble,| HacTpotiku
(haiibr yIpaBJICHUSA (haiinbl cpeacTB IIPOrpaMMHOE . HOCUTENHU
. . CpENICTB YCTpOHCTBA xpaunmMble qanuse|BIOS / UEFI
OTIEPAIIOHHOW  |OTIEPAIHOHHOM 3aIUTHI obecrieueHne nH(popManu
. 3alIUThI
CHCTEMBI CHCTEMOU HHPOPMALTUH 51
rH(pOpMaITIu
AnMuHHCTpaTOP
AnMuHHCTpaTOP
0e30macHOCTH
ITonb3oBaTens

Tunel xocryna:

yreHue (R) — cyObeKkTy nJocTyna pa3pemieHo NpocMaTpuBaTh COAEPKUMOE 00bEKTa JJOCTYIIA;
3anuck (W) — cyObeKTy JI0CTyIa pa3perieHo NpoCcMaTpuBaTh, 3alMChIBATh U CO3/1aBaTh HOBBII OOBEKT 10CTYIIA;
BbinoaHeHue (E) - cyObekTy gocTyna pa3penieHo 3anycKaTh/BhIIOIHATh 00BEKT JOCTYIIA;

nedath (P) — cyObekTy nocTymna paspelieHa rnevarsb;
cKaHupoBaHUe (S) — CyObEKTY AOCTYIa pa3pelieH0 CKAaHUPOBAHMUE;

nonHbli (F) — cyObekT nocTyna umeeT MoJHbIN 10CTYI K 00BEKTaM JOCTYIIA.
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[Tpunoxxenne NelO

Mep 1Mo 00ECTICUCHHTO

0€30MMacCHOCTH MMEePCOHATBHBIX JJAHHBIX B MHPopMaIMOHHbIX cuctemMax MBJIOY [letckuit
cag No5 «Mambim» ot « 31 » 01 2022 1. Ne 9

MaTrpuua xocryna
Ccy0BbeKTOB K pecypcaM HH()OPMALMOHHBIX CHCTEM MEPCOHAIBHBIX JAHHBIX
MBJIOY Hetrckuii cag Ne5 «MaibIi»

OO0BeKT mocTyma

Cpeactaa
OcHOBHbIE Cpenctia OcHOBHbIE P .
OH(HUTypaIIOHHBIE| HACTPOHKA U [KOH(PUTYpPAITMOHHBIE HACTPOHKH 1 [IpuknagHoe ChemHEle HacTtpoiiky
K
CyOBeKT TocTyma ypu P N P yIpaBiIeHUS P [epudepuiinpie| MammbHble |(OOpabaThIBacMEbICE, P
(aitnsl yhpaBieHus | (ailiibl cpeicTB pOrpaMMHOE . BIOS /
. . CpenCTB yCTpOWCTBa HOCHTEII [XpaHUMBIC JaHHbIC
OTIEPAIIMOHHON  |omeparMoHHON 3aIUTHI oOecrieueHne UEFI
N 3aI{ATEI uH(pOpMaITUU
CHCTEMBI CHCTEMOM uHpopManuH
rH(pOpMaITuu
AJMUHUCTPATOP F F - - F P/S - - F
AaMuHHCTPATO
Patop F F F F F P/S F F F
0e301acHOCTH
[Tose30BaTENb R-E - - - R-E P/S F F -

Tunsl gocryna:

yreHne (R) — cyObekTy ocTymna pa3peneHo mpocMaTpiuBaTh COAEP)KUMOe 00bEKTa JOCTYTIA;
3armuck (W) — cyObeKTy TocTyma pa3penieHo MpocMaTpuBaTh, 3alUChIBATh U CO3/1aBaTh HOBBIM OOBEKT AOCTYIIA;
BoinosHeHue (E) - cyObekTy ocTymna pa3penieHo 3amyCcKaTh/BbIMOIHITE O0BEKT JT0CTYIIA;
nevath (P) — cyOpekTy mocTyma paspemieHa nevarsb;

ckaHupoBaHue (S) — CyOBEKTY TOCTYIIAa pa3peieHO CKaHUPOBAHUE;
nonHbli (F) — cyObekT gocTyma MMeeT MOTHBIA JOCTYI K O0BEKTaM JOCTYTIA.
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